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Overview

MiFi X PRO 5G is Inseego’s 5G mobile hotspot, providing groundbreaking speeds using Telstra’s 5G
network. Connect with dual-band Wi-Fi 6 (supporting up to 32 connected devices), a USB Type-C port,
or an ethernet port for direct Internet connections.

Key features

e Equipped with the latest Qualcomm® SDX62 modem to achieve reliable 4G and 5G throughput
and performance.

e Connects up to 32 Wi-Fi enabled devices.
e 1 Gbps ethernet port” and USB Type C (USB 3.1) port for tethered connections.

e 24" 1IPS colour touchscreen for a convenient, visual representation of your device and
connection status.

e 5050 mAh, high capacity, long lasting Li-lon battery.

Description
The Inseego MiFi X PRO 5G package includes:
e  MiFi X PRO 5G mobile hotspot
e 5050mAh Li-lon battery
e 18W Qualcomm® Quick Charge™ 3.0 AC adapter
e USB-A to USB-C cable (1m)
e Get Started card

e Australian Warranty card

“To reduce power consumption, the ethernet port is deactivated by default. You can activate it from the touchscreen
(Menu > Settings > Enable Ethernet Port), or from the Admin web Ul (Settings > Preferences > Enable Ethernet Port).
T Battery life varies depending on the number of wireless and fixed connected devices, data activity, and screen on time.
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Display view

Press and hold the Power button for three seconds to turn your MiFi X PRO 5G on and off. Press and
release the Power button to wake up the display.

The IPS colour touchscreen displays and allows you to view Wi-Fi name and password, connected
devices, data usage, and more. Swipe through screens and tap the arrows, buttons, and icons to access
available menu options.

Power Button

_a WRE “\E‘““ﬁ
Prmary PassHOt

Touchscreen

Side view
Connect to the Quick Charge charger or tether to a device with the USB-C port.

Use the ethernet port to connect directly to the Internet.

Ethernet port
USB-C port
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Status indicators and icons

The MiFi X PRO 5G uses the following status indicators and display icons.

Display Icon Description

No icons The MiFi is powered off or not receiving power, or the screen is in
power-saving mode.

Home Home

Network signal
strength

Network Signal Strength Indicator. More bars indicate more signal
strength.

Activity indicator

Data is transferring between the cellular network and the MiFi.

Roaming Indicates roaming.
Messages You have unread messages.
Wi-Fi The MiFi Wi-Fi network is on.

Connected devices

Displays number of Wi-Fi devices connected to your MiFi.

Information

Tap to view more information (on Home screen tap to view Wi-Fi
network names and passwords).

Multiple screens

Indicates you can swipe left/right to view more screens.

Battery fully charged

Battery is fully charged.

Battery needs charge

Battery is critically low and the MiFi will shut down unless the
battery is connected to the charger.

Battery on AC charge

The MiFi is connected to the AC charger and charging.

Battery on USB charge

The MiFi is connected via USB and is charging a connected device.

Battery Preservation
Mode

The MiFi battery level will be auto-maintained at 70% — 80% until
either the AC charger is disconnected or the MiFi is turned off.

No SIM No SIM card is detected.

Locked SIM SIM card is locked. The real-time data usage meter will not display.
SIM error SIM card error. Check that your SIM card is properly installed.

USB tethered Device is connected to the MiFi via USB.

Ethernet Ethernet port is activated.

No ethernet

e PP R ea BE @ xVE=SE D

Ethernet port is deactivated
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Getting started

Important: Before you use your MiFi, charge the battery for at least four hours to ensure a full initial
charge.

Setting up with the Inseego Mobile app
You can set up and manage your MiFi with the Inseego Mobile app:

1. Scan the QR code to install from AppStore or Google Play.

2. Follow the in-app instructions to set up your MiFi.

< Inseego,

Onboarding Device

MiFi X PRO 5G

MiFi" X PRO 5G

Power On

To power up your MiFi device, press
and hold the power button for three
seconds, until the display turns on.

1l O <

3. Use the app to configure and customise your MiFi.
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Installing a SIM Card

Your SIM card is a small rectangular plastic card that stores your phone number and important
information about your wireless service. The MiFi X PRO 5G supports only Nano SIM cards. To prevent
damage to the SIM slot, please select the correct SIM for this device.

. p— Mano 4FF
Micro 2FF

L —
Mini 2FF

CAUTION: Always use a factory-made SIM card supplied by the service provider. Do not bend or scratch
your SIM card. Avoid exposing your SIM card to static electricity, water, or dirt.

To install a SIM card:

1. Insert a fingernail at the edge of the battery cover and lift and remove the battery cover. Set the
cover aside.
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3. Lift the SIM access tab by placing a fingernail underneath the white arrow and lifting the tab up
and to the right.

I E LIFT

v

4. If necessary, remove the SIM card from the outer card, being careful not to touch the gold
coloured contacts.

5. Slide the SIM card into the slot notch first, with the contact points facing down. Close the SIM
access tab, place the battery in the battery compartment and replace the cover. The SIM card
MUST remain in the SIM card slot when in use.

Turning on and off
To turn your MiFi on, press and hold the Power button for three seconds. The Home screen appears.

Jill Telstra 56 14 © 100w D

4,8GE" / 20GB used (24%) 20 days left
*Estimated data usage - Refer to MyTelstra App

T K o

Wi-Fi - ON Primary -1 Wi-Fi Name/
Password

To turn your MiFi off, press and hold the Power button for three seconds until you see the Power Off

screen.

Power Off

Shutdown L

Restart

Cancel {

Then select Shutdown.
To wake up the display, press and release the Power button.
System requirements
Any device with Wi-Fi capability can connect to your MiFi. You can also connect via USB or ethernet.

The MiFi must have an active data service to function and is compatible with all major operating
systems and the latest versions of browsers.
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Finding your Wi-Fi name and password

Tap Wi-Fi Name/Password on the Home screen. The name and password for your MiFi primary network
is displayed. Swipe left to see the credentials for the guest network.

Important: The default Admin password is the same as the primary network’s default. To change
either password, sign in to the MiFi Admin web UI.

Connecting devices to your MiFi

With the MiFi X PRO 5G, Wi-Fi devices and wired devices can connect simultaneously.

Connecting devices wirelessly

Your MiFi has two Wi-Fi networks, primary and guest, and lets you connect up to 32 Wi-Fi capable
devices. For added security, share your guest network instead of your primary network. The guest
network is off by default. You can turn it on from either the MiFi touchscreen (see page 25) or the Admin
web Ul (see page 42).

To connect devices to your MiFi:

1. Turn on the device you want to connect. The MiFi will broadcast its own wireless network and
name.

2. On the device, open the list of available Wi-Fi networks. Select the MiFi primary or guest network
and enter the password. Once connected to the Internet, the MiFi Home screen displays the
connected device.

NOTE: You can view or change MiFi settings on the MiFi touchscreen or by connecting to the Admin
web Ul from the primary network at http://192.168.1.1.

Connecting devices with USB
You can tether to a device using the USB-C port:
1. Connect the USB-C end of a USB cable into the USB-C port on your MiFi.

2. Connect the USB-A end of a USB cable into the device you wish to connect.
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Connecting devices with ethernet

NOTE: To reduce power consumption, the ethernet port is deactivated by default. You can activate it
from the touchscreen (Menu > Settings > Enable Ethernet Port) or from the Admin web Ul (Settings >
Preferences > Enable Ethernet Port).

You can connect wired devices such as laptops, printers, and gaming consoles via ethernet:
1. Plug one end of an ethernet cable into the ethernet port on your MiFi.
2. Plug the other end of the cable into the ethernet port of the device you wish to connect.

Devices plugged into the MiFi via ethernet have direct access to the Internet.

Caring for your MiFi

This section provides information on charging, battery tips and replacement, replacing and unlocking
the SIM card, restoring your MiFi to factory default settings, and general care.

Charging

You can check the battery level and charging status of your MiFi from the Home screen.

Important: Before using your MiFi, charge the battery for at least four hours to ensure a full initial
charge.

Charging with Quick Charge Charger
To charge the battery with the Quick Charge charger:

1. Connect the USB-C end of the USB cable into the USB-C port of the MiFi.

2. Connect the other end of the USB cable into the Quick Charge charger and plug the charger into
an appropriate electrical outlet.
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Charging with USB
You can also charge your MiFi from another device, such as a computer, with USB.

To charge the battery with USB:
1. Connect the USB-C end of the USB cable into the USB-C port of the MiFi.

2. Connect the USB-A end of the USB cable into another device, such as a laptop. The USB
Connection Options touchscreen appears.

USB Connection Options
Charge this M3200

Charge Other Device

O 0|®

Access internet (USB & Wi-Fi)

3. Select Charge the M3200 and tap OK.

Charging other devices
You can use the USB-C port on your MiFi to charge other devices, like a cell phone or tablet.
To charge another device:
1. Connect the USB-C end of a USB cable into the USB-C port of the MiFi.

2. Connect the other end of the USB cable into the device you wish to charge. The USB Connection
Options touchscreen appears.

USB Connection Options
Charge this M3200

Charge Other Device

O® O

Access internet (USB & Wi-Fi)

4. Select Charge Other Device and tap OK.

NOTE: Using the Charge Other Device feature depletes your battery faster than normal use.
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Charging best practices

For optimum battery health and life, Inseego does not recommend prolonged charging over an
extended period of time. Where possible, activate the Battery Preservation Mode (BPM) feature to help
prevent overcharging and preserve the integrity of your battery.

Inseego recommends the following best practices to ensure optimal battery performance and life:
e Minimise the amount of time the battery stays at 0% or 100%.

e Charge, operate, and store the device as close to normal room temperature as possible (15° to
27°).

e Store your MiFi with a battery strength between 30% - 80%.

Before using your MiFi, read the Battery Preservation Mode and Battery Tips sections that follow and the
battery safety information in the Safety Hazards and Proper Battery Use and Disposal sections at the end
of this guide.

CAUTION: Always use official OEM batteries and chargers that have been approved by Inseego for
optimal performance and safe operation of your MiFi.

Battery Preservation Mode

When activated, Battery Preservation Mode extends your battery life by maintaining a battery charge
level between 70% and 80%. This mode is strongly recommended if you frequently charge your device
for extended periods of time. When enabled, Battery Preservation Mode is auto-activated after an
extended period of approximately 16 hours of continuous power charge.

You can enable Battery Preservation Mode on the touchscreen (Menu > Settings > Battery Preservation
Mode) or on the Admin Web Ul (Settings > Preferences> Turn on battery preservation mode).

Alert: Battery Preservation Mode

Battery Preservation Mode has been
activated because your device has been
continuously charging for an extended
period of time.

The battery level will be maintained
between 70%-80% until either the charger
is removed or your device is power

cycled.

Click OK. The Battery Preservation Mode icon on the status bar and a message on the InfoPanel
indicate that Battery Preservation Mode is on.
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Telstra afll 56 T @T 100%

Battery Preservation Mode is OM.

—

o SN
Wi-Fi - ON Primary -1 | Wi-Fi Name/
Guest - OFF | Guest-0 Password

Battery Preservation Mode automatically deactivates when you unplug the charger or power cycle your
MiFi.

Alert; Battery Preservation Mode

Battery Preservation Mode has been
deactivated and the battery will charge
normally to 100%.

However, note that the current battery
level will be at most 80% charged.

Click OK.
Battery tips
Before operating your MiFi at the start of the day:

e Ensure the battery is fully charged.

e Find alocation with optimal signal strength.

NOTE: Using the Charge Other Device feature depletes your battery faster than normal use.

WARNING! Always use official OEM approved batteries and chargers with your MiFi. The warranty does
not cover damage caused by non-approved batteries and/or chargers.

e Do not use sharp objects or use excessive force to remove the battery or to access the battery
compartment, this may damage the MiFi and the battery.

e The battery discharges more rapidly as additional devices access your MiFi.

e Battery life depends on the network, signal strength, temperature, features, and accessories you
use.

o New batteries or batteries that have been stored for a long time may take more time to charge.
e When storing your battery, keep it uncharged in a cool, dark, dry place.
e When charging your battery, keep it near room temperature.
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e Never expose batteries to temperatures below -20°C or above 60°C.
¢ Never leave the MiFi in an unattended vehicle where it can get too hot or too cold.
e Some batteries perform best after several full charge/discharge cycles.

e Itis normal for batteries to gradually wear down and require longer charging times. If you notice
a change in your battery life, it is probably time to purchase a new battery.

Replacing the battery

CAUTION: Whenever you remove or insert the battery, ensure your MiFi is not connected to any device
or power source. Never use tools, knives, keys, pens or any type of object to force the door open or to
remove the battery. Using any of these types of objects could result in puncturing the battery.

To remove and replace the battery:

1. Insert a fingernail at the edge of the battery cover and lift and remove the battery cover. Set the
cover aside.

2. Insert your finger into the battery removal divot and lift the battery out of the battery
compartment.

3. Align the gold contacts on the new battery with the gold contacts on the MiFi and gently slide
the battery into place.
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4. Replace the cover by setting it on the MiFi where the notches align, then press on the cover until
it clicks into place and is flat across the entire bottom surface.

Replacing the SIM card

Your SIM card is a small rectangular plastic card that stores your phone number and important
information about your wireless service. The MiFi X PRO 5G supports only Nano SIM cards.

NOTE: Should your SIM card be lost or damaged, contact your network operator.

To remove the SIM card:

1. Insert a fingernail at the edge of the battery cover and lift and remove the battery cover. Set the
cover aside.

3. Lift the SIM access tab by placing a fingernail underneath the white arrow and lifting the tab up
and to the right.
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4, Carefully slide the SIM card out of the SIM card slot.
To place a new SIM card:

5. If necessary, remove the SIM card from the outer card, being careful not to touch the gold-
coloured contacts.

6. Slide the SIM card into the slot notch first, with the contact points facing down. Close the SIM
access tab, place the battery in the battery compartment and replace the cover. The SIM card
MUST remain in the SIM card slot when in use.

CAUTION: Do not bend or scratch your SIM card. Avoid exposing your SIM card to static electricity,
water, or dirt.

Unlocking the SIM card

You can create a PIN code to lock your MiFi SIM card on the Admin web Ul (Settings > Advanced
Settings > SIM). When the SIM is locked, your MiFi will not have access to the Internet. A display appears
in the InfoPanel of the Home screen.

Unlock SIM in |

Enter SIM PIM to connect.

&
6 7 8 9 0
5IM card is locked.
Tap to unlock.
Tap the message to unlock the SIM card. Enter the PIN and tap Enter.

Or you can tap Unlock SIM from the Help menu.

CAUTION: If you run out of PIN attempts, your SIM is PUK (personal unblocking key) locked and you
must contact your network operator for the PUK code. You must enter the PUK code in the Admin web
UL. If you enter the wrong PUK code, your SIM card will be permanently locked.

Resetting your MiFi

You can reset your MiFi to factory settings using the Reset button on the MiFi, from the MiFi
touchscreen, or from the Admin web Ul.

CAUTION: Resetting returns your MiFi to factory settings, including resetting the Wi-Fi name and
password and Admin password. This disconnects all devices.
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Resetting with the Reset button
To reset using the Reset button on the MiFi:

1. Insert a fingernail at the edge of the battery cover and lift and remove the battery cover. Set the
cover aside.

The master Reset button is in a small hole located on the bottom of the MiFi.

inseego

Reset hole

2. Place one end of an unfolded paper clip into the Reset hole and press until the screen displays
MiFi Resetting (about five to six seconds). Your MiFi restarts with factory settings.

NOTE: This option may be disallowed from the Admin web Ul (Settings > Preferences).

Resetting from the MiFi touchscreen
To reset from the MiFi touchscreen, tap Menu > Settings > Factory Reset.

NOTE: This option may be disallowed from the Admin web Ul (Settings > Preferences).

Resetting from the Admin web Ul

To reset the MiFi from the Admin web Ul, select Settings > Backup and Restore and select Restore
factory defaults.

Care tips
Inseego Wireless recommends the following care guidelines:
e Protect your MiFi from liquids, dust, and excessive temperatures.

e Do not apply adhesive labels to your MiFi; they might cause the device to potentially overheat
or alter the performance of the antenna.

e Store the MiFiin a safe place when not in use.
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Overview

You can view and customise your MiFi settings directly on the MiFi touchscreen.

Home screen

The Home screen lets you see what your MiFi is doing at a glance.

Status bar il Telstra 5G6 100% [IIT}
InfoPanel 4.8GB"* / 20GB used (24%) 20 days left
*Estimaled data usage - Refer 1o MyTelstra App
— 02
AppPanel ) ) 0
Wi-Fi - ON Primary -1 Wi-Fi Name/
Password

Status bar: The top of the screen displays status indicators, which may include: network signal strength
.|I||, network type (for example, 5G), data traffic activityT*, unread system messages m roaming IE,
battery100% I}, USB tethered *&*, or ethernet connection =7

InfoPanel: This panel presents a carousel display of current information on your MiFi. Initially, it displays

data usage, but may also display other information, such as when Airplane mode is on, or if there is a
SIM card error. Swipe left/right through the displays.

AppPanel: Displays whether Wi-Fi is ON or OFF (tap = to access the Wi-Fi menu). Displays how many
devices are connected to your MiFi Wi-Fi primary and guest network (tap A to access the Connected

Devices menu). Tap @ ¢ view the name and password for your primary and guest networks.

< Menu ﬂ < Help ﬂ
Wi-Fi > Admin Website S
Connected Devices ) Guest Wi-Fi >
Data Usage ) Ethernet Port )
Settings ) Battery Preservation Mode )
Menu provides access to all menu options Help provides access to info screens and tutorial

Swipe up/down to scroll through options
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Navigation tips
e Tap onthe arrows 2 to navigate through topics.

e Use ﬂ to return to the Home screen.

e A multiple screenicon
right through screens.

indicates there are multiple screens on that topic. Swipe left and

e Ifthereis a scroll bar visible on the right, swipe up or down to scroll.

Managing Wi-Fi settings

The Wi-Fi Settings screen allows you to turn Wi-Fi ON/OFF and select primary and guest network
settings.

NOTE: Wi-Fi settings can be locked from the Admin web UL. If they are locked, they must be unlocked
from the Admin web Ul Wi-Fi Settings page.

To manage Wi-Fi settings, tap the Wi-Fiicon = on the Home screen (or tap Menu > Wi-Fi Settings).

alll Telstra 56 @ 100% M < Wi-Fi Settings 2]
4.8GB* / 20GB used (24%) 20 days left Wi-Fi ()
*Estimated data usage - Refer to MyTelstra App
Band Selection >
"';" rc-)g o Wi-Fi Name/ Password >
Wi-Fi-ON  Primary-1 Wi-Fi Name/ Wi-Fi Protected Setup (WPS) )
Password
)
Tap * Make selections

Wi-Fi
Use the Wi-Fi ON/OFF slider to turn Wi-Fi ON or OFF. This selection affects primary and guest networks.

NOTE: If Wi-Fi is OFF, the only way to connect devices to the MiFi is by tethering with the USB cable or
connecting via ethernet.
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Band Selection

( Band Selection ﬂ'
Band 2.4 GHz 5GHz
Primary network: (j' @

§ ~ =
Guest network: (_ ) (_
. = =
off: O C

o Help me choose
Use the default values as they appear or adjust them for your environment.
Each network can be accessed over two bands: 2.4 GHz and 5 GHz:

e The 2.4 GHz band is supported by all devices with Wi-Fi and should be used by devices that are a
few years old or older. This frequency band passes through walls better and propagates over
longer distances, so it may have a longer range.

e The 5 GHz band is best for newer devices. It offers better throughput, reduced interference and
faster data speeds, but does not pass through walls as well as the 2.4 GHz frequency band.

NOTE: You must assign at least one band for the guest network before it can be turned on.

When you make a selection, your MiFi notifies you that it is applying changes and returns to the screen
when finished.

Tap °Help me choose for more information.

Wi-Fi Name/Password

Use the Wi-Fi Name/Password screens to view information on your primary and guest network and to

find your passwords. (You can also access these screens by tapping the @ icon on the Home screen.)

< Wi-Fi Name/Password ﬂ < Wi-Fi Name/Password ﬁ < Wi-Fi Name/Password ﬂ
“=~" Primary Wi-Fi Network (ON) “=" Guest Wi-Fi Network (OFF) Set Wi-Fi Name/Password
A - X

To change the primary or guest Wi-Fi

Primary Network Name (SSID): Guest Network Name (SSID): ne_tw_ork names apd passyvords goto

M3200-72C9 M2200-Guest-72C Wi-Fi on the Admin website.

Password: Password:

ffbb3950 1234abed Note: After changes are saved, devices
will be disconnected from the affected
Wi-Fi network.

To turn the network on, go to Band
___¢ Selection and assign at least one band.

Swipe left to view the Guest Wi-Fi Network screen and left again to view information.

To turn on your guest network, assign it at least one band in Wi-Fi Settings > Band Selection.

NOTE: You can change or hide the network name and password information shown on these screens
using the Admin web Ul Wi-Fi pages.
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Wi-Fi Protected Setup (WPS)

Enabling Wi-Fi Protected Setup (WPS) allows compatible Wi-Fi devices to easily connect to your MiFi

primary or guest network.

NOTE: If WPS is off, you can turn it on using the Admin web Ul Wi-Fi pages.

< wPS ™ < Primary Network WPS ™
Wi-Fi Protected Setup (WPS) allows Do you want to connect using the WPS
compatible Wi-Fi devices to easily button or by entering the PIN from your
connect to this M3200's primary or guest device?
network without entering the Wi-Fi
password. Use WPS Button >
Primary Metwork WPS ) Enter PIN >
Guest Metweork (Off) >

Tap a network Select a connection option
Use WPS Button
< WPS: Ready to Connect ﬂ

To connect your device, press its WPS
button.
Time remaining: 99 seconds

Restart WPS Cancel WPS

Press the WPS button on the connecting device. A notification appears when successful.
If unsuccessful, tap Restart WPS to try again.

Enter PIN

< WPS PIN Input ™

Enter your device’s PIN to connect.

PIN: [12325678 m

CEEEE,
DEEE

If connecting device has a WPS PIN, enter it and tap Enter.

MiFi X PRO 5G USER GUIDE

26



Managing connected devices

The Connected Devices screen lists all devices currently connected to your MiFi, along with the network
they are using. You can view device details and block or unblock devices from Internet access.

To manage connected devices, tap the connected devices icon A on the Home screen (or tap Menu >
Connected Devices).

Connected Devices (2
Jlll Telstra 56 100% [IT} < @ ™
4.8GB* / 20GB used (24%) 20 days left laneslaptop USB >
*Estimated data - Refer o MyTelstra A
mated data usage eter 1o My ra App Ga|ax};-510 primar}, >
09
= A i ]
Wi-Fi - ON Primary -1 Wi-Fi Name/
Password
m Help Blocked Devices
0e
Tap 7~ Tap a device for more details or to block devices

Tap Blocked Devices to unblock devices

Connected Devices (Details and Blocking)

i ice?
< Connected Device ﬁ Block this Device?
e This will block the device from accessing
- “ the Primary and Guest networks. Do you
Device Name: wish to continue?
Galaxy-510
IP Address:
192.168.1.3
MAC Address:
00:15:f:00:01:32
Tap Block to block Tap Confirm to block the device

Swipe left/right for a different device

Blocked Devices (Unblocking)

4 Connected Devices (2) ™ < Connected Device ™
Device Name:
Galaxy-510 Primary > Galaxy-510
MAC Address:
00:15:ff:00:01:32
Blocked Devices
Tap Blocked Devices to unblock Tap Unblock. The device is removed from

Blocked Devices and added to Connected Devices.
Swipe left/right for a different blocked device.

MiFi X PRO 5G USER GUIDE 27



Viewing data usage

You can view data usage on the Home screen, or tap Menu > Data Usage.

Jill Telstra 56 4 100 [TIT}

4.8GB" / 20GB used (24%) 20 days left
*Estimated data usage - Refer to MyTelstra App

Wi-Fi Name/
Password

Tap Menu

T &

Wi-Fi-ON  Primary - 1

< Menu

Wi-Fi
Connected Devices
Data Usage

Settings

Tap Data Usage

L}

>
>
>
>

< Data Usage ﬂ

4.BGB" / 20GB used (24%) 20 days left
“Estimated data usage - Refer o MyTelstra App

|

View estimated usage and plan info

NOTE: Data usage estimates may not include roaming. To track your data usage, view bills, make
payments and more, please download the My Telstra application - available for download from Google

Play and the Apple Store.

Managing settings

Use the Settings screen change various MiFi settings or reset your MiFi to the original factory settings.

NOTE: Settings can be locked from the Admin web Ul. If they are locked, you will receive an error
message and they must be unlocked from the Admin web Ul (Settings > Preferences).

il Telstra 56 t4 100% [T}

4.8GB" / 20GB used (24%) 20 days left
*Estimalted data usage - Refer 1o MyTelstra App

= AR i ]
Wi-Fi - ON Primary -1 Wi-Fi Name/
Password
Tap Menu
< Audio Alerts
All Audio Alerts

Individual Audio Alerts

Startup/ Shutdown

Low battery

e |
2}
@)
@)
@)

Slide desired alerts ON/OFF
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< Menu

Wi-Fi
Connected Devices
Data Usage

Settings

Tap Settings

( Screen Timeout

30 seconds (default)

1 minute

5 minutes

10 minutes

Set touchscreen timeout

OO0 e®>

L]

>
>
>
>

< Settings
Airplane Mode
Roaming

Stealth Mode

ICIICE

Enable Ethernet Port

Set ON/OFF slider or tap a setting

4 Network Settings "™
Auto (5G/ 46/ 3G) @®
4G/ 3G O

Select a network
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< Sleep Mode a ) ' Factory Reset " < Advanced Settings m

To conserve power, this device will sleep if This will restore all settings to the factory You can change advanced settings from

no devices are connected. Press the Power default values. the Admin website, From a connected

button to wake. This device will turn off and on again and device, to to http://my.mifi and sign in.
all devices will be disconnected.

After 5 minutes (default) @ Note: The Admin password is d2%e377a.

After 15 minutes O

Set timer for sleep mode Tap Factory Reset to restore all settings Use the Admin web Ul

to the factory default values. Your MiFi
will turn off and then on again and all
connected devices will be disconnected.

NOTE: Factory Reset can be locked from the Admin web UL. If it is locked, you will receive an error
message and it must be unlocked from the Admin web Ul (Settings > Preferences).

CAUTION: Factory Reset returns your MiFi to factory settings, including resetting the Wi-Fi name and
password and Admin password. This disconnects all devices.

Charging other devices

You can use the USB-C port on your MiFi to charge other devices, like a cell phone or tablet. The Charge
Other Device touchscreen provides battery and charging information.

NOTE: Using the Charge Other Device feature depletes your battery faster than normal use.

Menu ﬂ Charge Other Device
il Telstra 56 H & 100% [ < < “ f
4.8GB* /20GB used (24%) 20 days left Wi-Fi > D Battery 100%
“Estimated data usage - Refer to MyTelstra App c cted Devi You can connect another device to the
onnected Devices > M3200 USB port to charge it. Charging will
? ﬁ{?\ o stop when the M3200 battery is below
g 25%.
. i L Data Usage )
Wi-Fi-ON  Primary -1 Wi-Fi Name/
Password R
Settings >
Tap Menu Swipe up and tap Charge Other Device View charging capability

Tap @ for more info
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Viewing software update info

Use the Software Updates screen to view the current software version, the last check for updates,
update history, and to check for a new update.

Jill Telstra 56 4 100% [ITk < f < Software Update ™ Software Update
4.8GB" /20GB used (24%) 20 days left Wi-Fi > Model: Update Status
“Estimated data usage - Refer to MyTelstra App M3200 )

Connected Devices > ?‘:\]'ZVG"W": This device has never been updated.

"-.:‘.: ’9(?\ o L‘ast check for update:
N
WE-Fi-ON  Primary-1  Wi-Fi Name/ Data Usage > ever
Password
seti
=N > -]
Tap Menu Swipe up and tap Software Update Tap Check History View History

Check for Update: Use this button to check for new software updates.

Viewing messages

You can check messages on your MiFi with the Messages screen.

aill Telstra 56 4 @ 100% [

4.8GB" / 20GB used (24%) 20 days left
“Estimated data usage - Refer to MyTelstra App

— o
= A i ]
Wi-Fi - ON Primary -1 Wi-Fi Name/
Password

Tap Menu
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<

Menu " £ Messages "
Wi-Fi ) No messages.
Connected Devices )
Data Usage >
Settings >
Swipe up and tap Messages View and manage messages
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Viewing info about your MiFi

You can view detailed information about your MiFi on the About screen.

aill Telstra 56 4 @ 100% [ < Menu Ll < About "
4.8GB* / 20GB used (24%) 20 days left Wi-Fi > Model:
*Estimated data usage - Refer to MyTelstra App M3100

Connected Devices > SW Version:

T 2 O 2
Wirel Number:
Wi-Fi-ON  Primary-1 Wi-Fi Name/ Dats Usage > 858 4007508
Password T
Settings > IMEI:
Tap Menu Swipe up and tap About View details about your MiFi

The About touchscreen provides the following information:

Model: M3200.
SW Version: The version of the software currently installed on your MiFi.
Wireless Number: The phone number stored in the SIM card for your MiFi (if available).

IMEI: The International Mobile Equipment Identity (IMEI) for this device. This is a 15 digit code used to
uniquely identify an individual mobile station. The IMEI does not change when the SIM is changed.

Battery Level: The percentage of charge currently on the battery.
Internet Status: The current Internet status.

Technology: The current cellular data connection, for example, 5G.
Network: The name of the Mobile Network Operator (MNO).

Signal Strength: The strength of the cellular signal, measured in dBm. Higher absolute values indicate a
stronger signal, for example: -80 dBm is a stronger signal than -90 dBm.

SNR: Signal to Noise Ratio. A measure of the ratio between signal strength and noise level. SNR values
are positive, and higher numbers are better.

Roaming: Indicates whether roaming is on.
APN: The Access Point Name (APN) available from the network, for example: telstra.internet.

IP Address: The Internet IP address assigned to your MiFi.
Viewing help

When you see °on a screen, tap it for more information on that topic, or use the Help menu. The Help
screen provides all the help topics and a tutorial for your MiFi.

{ Charge Other Device ™ il Telstra 56 14 100% [T} £ Help " {  Charge Other Device ™
[+ Battery 100% 48GE" /20CE used (24%) 20 days left Admin Website > This feature can charge devices, like
You can connect another device to the “Estimated data usage - Refer to MyTelstra App Guest Wi-Fi Yza: mgggg'gtgée(':w';:l connected to
M3200 USB port to charge it. Charging will > { he Ad port. s
stop when the M3200 battery is below — 02 o ‘ou can use the Admin website to set a
25%. d f@ Ethernet Port limit, so that charging will stop when
Wi-Fi - ON Primary -1 Wi-Fi Name/ > ifuurl M3200's battery drops to a certain
evel.
it Battery Preservation Mode )
Tap o or TapHelp andthen Select a topic View Help topic
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Overview

You can access basic and advanced MiFi settings using the Admin web Ul. On a computer or browser-
supported device connected to your MiFi, open any web browser and go to http://192.168.1.1.

Home page
The Home page is the local gateway to configuring and managing your MiFi. It displays current data

usage and Wi-Fi status, lists currently connected devices, and offers links to other pages with option
settings and help.

Click> in the bottom-right corner of a panel to access screens with further information and options.

{ ‘ inseego
" Sign Out
2l ss b ol@ o
M3200
Data Usage: About Connected Devices : 1
Internet Status: Connected Device Network
Network Name: Telstra Janeslaptop use
1.2GB 10 GB total data Technology: 56
data used )
5808 1266 dataused (I 5. 6B data remaining Time Connected: 00:00:00:00 {de:hh:mm:ss)
ya -
*Estimated Data Usage - Refer MyTelstra App
days left
Wi-Fi Settings Support
Primary Network: ( (ON) ) Port Filtering: ( (OFF)) User Guide: M3200 User Guide
Network Name (SSID): M3200-72C9 Portfiltering allows you to select which services can Online: telstra.com/support
access the internet.
Password: *s*sssss @ Telephone - Domestic: +61 1300 861 542
Guest Network: { (OFF) ) Telephone - International: | 541 85 9045
.
I n S e e g o ©2022 All rights reserved. www.inseego.com

Side menu

Each subscreen in the MiFi Admin web user interface (Ul) includes a menu on the left, which you can
use to return to the Home page or jump to other pages. The current page is indicated by a blue bar.

Home

Data Usage

Wi-Fi

Connected Devices Q
Settings

About

Help
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Admin password

The Admin password is what you use to sign into the MiFi Admin web UL. Initially, it is the same as the
default password for your MiFi primary network. Tap Wi-Fi Name/Password on the Home
touchscreen of your MiFi to view the initial default password.

You are prompted to change the Admin password upon first login. Change the password to
something easy to remember, and set up a security question.

NOTE: You can set up separate Wi-Fi passwords both primary and guest networks in Wi-Fi, but these
are different from the Admin password, which is for this web UI.

Changing the Admin password
To change the Admin password:

1. Click the down arrow next to Sign Out in the top-right corner of any Web Interface page and
select Change Password.

2. Enter your current Admin password, then click Continue.
3. Enter your current Admin password, then enter a new password and confirm it.

4. Select a security question from the drop-down list and type an answer to question in the Answer
field.

NOTE: Answers are case-sensitive.
5. Click Save Changes.

The next time you sign in to the Admin web Ul, use the new Admin password. If you cannot remember
the password, click Forgot Admin password. After you correctly answer the security question you set
up, the current password is displayed. Alternately, you can view the Admin password on the MiFi
touchscreen by tapping Help > Admin Website or Menu > Settings > Advanced Settings.

Hiding the Admin password on the touchscreen

The Admin password can be viewed on the MiFi touchscreen by tapping Help > Admin Website or
Menu > Settings > Advanced Settings.

To hide the Admin password:

1. Click the down arrow next to Sign Out in the top-right corner of any Web Interface page and
select Change Password.

2. Move the Hide Admin Password on the Screen ON/OFF slider to the right to hide the Admin
password on the MiFi touchscreen. The Admin password is no longer visible on the touchscreen.
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Managing data usage

On the web Ul Home page, the Data Usage panel displays graphs of your MiFi data usage for the
current billing cycle.

( ‘ inseego
B oall st o[ seow
M3200

Data Usage:

About Connected Devices: 1

Internet Status: Connected

Device Network
Network Name: Telstra Janeslaptop USB
1.2GB 10 GB total data Technology: 56
data used
2868 . 1.2 GB* data used . 8.8 GB data remaining Time Connected: 00:00:00:00 (dd:hh:mm:ss)

w4

*Estimated Data Usage - Refer MyTelstra App

days left

Wi-Fi Settings Support

Primary Network: ( (ON) ) Port Filtering: ( (OFF) ) User Guide: M3200 User Guide

Network Name (SS1D): M3200-72C9 Port filtering allows you to select which services can Online: telstra.com/support
access the internet.

Password: ***+ss= @@

Telephone - Domestic: 461 1300861 542

Guest Network: ( (OFF)) Telephone - International: 1 541 685 9045

> > > >
inseego

www.inseego.com

To view the Data Usage page, select ? from the Home page Data Usage panel (or select Data Usage
from the web Ul side menu). The Data Usage page appears.

MiFi X PRO 5G USER GUIDE
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Data Usage page

Use the Data Usage page to view details about your MiFi data usage and billing plan.

{ ‘ inseego
" SignOut
ol sen o Seo
M3200
Home
Data Usage (]
| Data Usage Your estimated data usage is displayed below. Actual billed usage may be higher than the estimated data usage displayed below. Check
with your service provider for billable usage.
Wi-Fi
" 1.2 GB* i
Connected Devices (1] data used 10 GB data limit
1.2% . 1.2 GB* data used . 8.8 GB data remaining
Settings
About *Estimated Data Usage - Refer MyTelstra App

Help ‘ Refresh ‘

The data usage graph displays vary according to plan, but may include:
e Estimated percentage of data remaining for the current billing cycle
o Number of days left in the billing cycle
e Data limit on your plan
e Estimated amount of data used in the current billing cycle
e Estimated amount of data remaining for the current billing cycle
e Date the billing cycle ends

NOTE: Data usage estimates may not include roaming. To track your data usage, view bills, make
payments and more, please download the My Telstra application - available for download from Google
Play and the Apple Store.
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Managing Wi-Fi settings

Your MiFi offers primary and guest networks for accessing the Internet over Wi-Fi. Each network can be
accessed over two bands: 2.4 GHz and 5 GHz.

On the web Ul Home page, the Wi-Fi panel shows the current name (SSID) and state of primary and
guest networks. Click the eye icon to view the current passwords for each.

( | inseego
~
Z ol et oo fR o Seos
M3200
Data Usage: About Connected Devices: 1

Internet Status: Connected Device Network
Network Name: Telstra Janeslaptop use

1.2GB 10 GB total data Technology: 56

data used
8808 .1 2 GB* data used . 8.8 GB data remaining Time Connected: 00:00:00:00 (dd:hh:mm:ss)

i )
*Estimated Data Usage - Refer MyTelstra App

days left
Wi-Fi Settings Support
Primary Network: ( (ON) ) Port Filtering: ( (OFF) ) User Guide: M3200 User Guide
Network Name (SSID): M3200-72C9 Port filtering allows you to select which services can Online: telstra.com/support
access the internet.
Password: **esese

Telephone -Domestic. 61 1300861 542

Guest Network: ((OFF)) Telephone - International: { 541 ga5 9045

b be be >

Inseego 02022 A g esevet wewinseego.com

To manage settings for these networks, select > from the Home page Wi-Fi panel (or select Wi-Fi from
the web Ul side menu).

The Wi-Fi page includes three tabs:
e Settings
e Primary Network

e Guest Network
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Settings tab

You can use the default values as they appear on this tab, or can adjust them for your environment.

( inseego o
I Sign Qut
[ 56 100%
M3200 (7] -lll "

Home WiFi o

Data Usage Settings Primary Network  Guest Network

Wi-Fi

) These settings apply regardless of which network (primary, guest, or both) is in use. Changes made to these Wi-Fi settings may prevent some Wi-Fi devices from connecting.
Connected Devices (1]
) Wi-Fi Preferences
Settings
@ Allow wicki Devices to Connect ()
About @ Allow wi-Fi setting changes from the touchsereen ()
Help Limit Connected Devices To: 32 —_—

Band Selection

Note: Making band selection changes may cause both the primary and guest networks turn off and on again. Deviees will b disconneeted and you may need to sign back into the Admin

wehsite.

@ 246HzBand @ 5GHzBnd
Primary Network (O] (O]
Guest Network Q o
off e e
2.4 GHz Band Settings
802.11 Mode: |EDZ,'IIbgm'¢x v |
Channek [Automatic v
5 GHz Band Settings
802.11 Mode: |BDZ.'II-|Ln:4A ~ |
Bandwidth | 80 MHz ~ |
Channek: | Automatic v |
[ ==

Wi-Fi Preferences

Use the Allow Wi-Fi Devices to Connect ON/OFF slider to turn Wi-Fi on or off. This selection affects
primary and guest networks.

NOTE: If Wi-Fi is off, the only way to connect devices to the MiFi is by tethering with a USB cable or via
ethernet if the ethernet port is enabled.

Use the Allow Wi-Fi setting changes from the touchscreen ON/OFF slider to allow or disallow
setting Wi-Fi options on the MiFi touchscreen.

Select Change Connection limit to change the maximum number of devices allowed to connect to
your MiFi Wi-Fi. Use the slider to select a number and click Save Changes. The maximum number of
connected devices is 32.

Band Selection

Each network can be accessed over two bands: 2.4 GHz and 5 GHz:
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e The 2.4 GHz band is supported by all devices with Wi-Fi and should be used by devices that are
a few years old or older. This frequency band passes through walls better and propagates over
longer distances, so it may have a longer range.

e The 5 GHz band is best for newer devices. It offers better throughput, reduced interference
and faster data speeds, but does not pass through walls as well as the 2.4 GHz frequency band.

NOTE: The guest network must be assigned at least one band before it can be turned on.

2.4 GHz Band Settings

This section displays the 802.11 Mode in use when the 2.4 GHz band is active and allows you to select a
Channel.

NOTE: Leave the Channel set to Automatic unless you need to choose a particular channel for your
environment.

5 GHz Band Settings

This section displays the 802.11 Mode in use when the 5 GHz band is active and allows you to select a
Bandwidth and Channel.

Bandwidth: Leave bandwidth at the default setting unless you experience interference with other Wi-
Fi devices. If you experience interference, try lowering the setting to reduce the interference.

NOTE: Leave the Channel set to Automatic unless you need to choose a particular channel for your
environment.

Select Save Changes to store new settings.
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Primary Network tab

Use these settings to connect initially to the primary Wi-Fi network or change primary network
information. Connected devices must use the Wi-Fi settings shown on this screen.

‘ inseego orou
2ol oset onf@ S
M3200
Home Wi-Fi (]
Data Usage Settings  Primary Network ~ Guest Network
Wi-Fi
Note: For added security, share your guest network instead of your primary network.
Connected Devices Q
Network Settings
Settings
Primary Network Name (SSID): ‘ M3200-72C9 ‘
About Security: ‘ WPA3/WPAZ Transition v‘
Help Password: ‘ ........ @ ‘
Generate New Password
Note: You can create a new password by entering it, or generate a new ane. Password must be 8-63 characters. For greater security, use a mixture of digits, upper case, lower case and other
symbols.
Other Settings
° Hide primary network name (SSID) on the touchscreen: O
@ Hice password on touchscreen: O
@ Broadcast Primary Network Name (SSID),
Qs
@ Wi-Fi Privacy Separation: O
Network Settings

NOTE: If you change these settings, existing connected devices may lose their connection.

Primary Network Name (SSID): Enter a primary network name (SSID) to set up or change the primary
network name. The name can be up to 32 characters long.

Security: Select an option for Wi-Fi security:

¢ WPA3/WPA2 Transition is the most secure method of Wi-Fi Protected Access and should be
used if possible for WPA2 and WPA3 compliant devices.

o WPA2 Personal PSK (AES) can be used for WPA2 devices.
o WPA/WPA2 Mixed Mode can be used if some of your older devices do not support WPA2.

e None allows anyone to connect and access Wi-Fi network and use your data plan to access the
Internet.
NOTE: This setting is not recommended.

Password: Enter a Wi-Fi password, or you can use the Generate New Password button.

Important: It is recommended that you change the password from the default and use a different
password from your Admin password to keep the device and your network secure.
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Generate New Password: This button inserts a strong random password in the Password field.

You can click the eye icon to view the password.

Other Settings

Hide primary network name (SSID) on the touchscreen: Check this box to hide the Wi-Fi primary
network name on the MiFi touchscreen. If unchecked, the primary network name is visible on the
touchscreen.

Hide password on touchscreen: Check this box to hide the Wi-Fi primary network password on the
MiFi touchscreen. If unchecked, the primary network password is visible on the touchscreen.

Broadcast Primary Network Name (SSID): Check this box to display the Wi-Fi primary network in the
list of available Wi-Fi networks on your connected devices. If unchecked, this network is not visible to
connected devices.

WPS: Check this box to use Wi-Fi Protected Setup (WPS) for the primary network. WPS allows
compatible devices to connect to a Wi-Fi network without having to manually enter the password.

Wi-Fi Privacy Separation: Check this box to keep each connected device on this network isolated
from all other connected devices. This provides additional security if some connected devices are
unknown or not completely trusted.

NOTE: For normal operation, this should be unchecked.

Select Save Changes.
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Guest Network tab

The Wi-Fi guest network allows you to segregate traffic to a separate network rather than share access
to your Wi-Fi primary network. Use settings on this tab to set up or change Wi-Fi guest network
information. Connected devices must use the Wi-Fi settings shown on this screen to connect to the
guest MiFi Wi-Fi network.

‘ ‘ inseego -
i it v
2ol ss b conf@ S
M3200
Home Wi-Fi (2]
Data Usage Settings  Primary Network — Guest Network
Wi-Fi
Note: For added security, share your guest network instead of your primary network.
Connected Devices Q
Network Settings
Settings
Guest Network Mame (SSID)} [ M3200-Guest-72CA |
About Security: ‘ WRA3/WPA2 Transition v‘
Help Password: ‘ ........ @ ‘
Generate New Password
Note: You can create a new password by entering it, or generate a new one. Password must be 8-63 characters. For greater security, use a mixture of digits, upper case, lower case and other
symbols
Other Settings
0 Hide guest network name (551D) on the touchscreen: D
0 Hide password on touchscreen: D

]

@ Broadcast Guest Network Name (SSID):

Q@ vrs:

@ Wi-Fi Privacy Separation:

&

NOTE: To turn the Wi-Fi guest network on, you must select at least one band for Guest Network under
Band Selection on the Wi-Fi Settings tab and then select Save Changes.

Network Settings

Guest Network Name (SSID): Enter a guest network name (SSID) to set up or change the guest
network name. The name can be up to 32 characters long.

Security: Select an option for Wi-Fi security:

e WPA3/WPA2 Transition is the most secure method of Wi-Fi Protected Access and should be
used if possible for WPA2 and WPA3 compliant devices.

e WPA2 Personal PSK (AES) can be used for WPA2 devices.
e WPA/WPA2 Mixed Mode can be used if some of your older devices do not support WPA2.

e None allows anyone to connect and access Wi-Fi network and use your data plan to access the
Internet.
NOTE: This setting is not recommended.

Password: Enter a Wi-Fi password, or you can use the Generate new password button.
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Important: It is recommended that you change the password from the default and use a different
password from your Admin or primary network password to keep the device and your network secure.

Generate New Password: This button inserts a strong random password in the Password field.

You can click the eye icon to view the password.

Other Settings

Hide guest network name (SSID) on the touchscreen: Check this box to hide the Wi-Fi guest
network name on the MiFi touchscreen. If unchecked, the guest network name is visible on the
touchscreen.

Hide password on touchscreen: Check this box to hide the Wi-Fi guest network password on the MiFi
touchscreen. If unchecked, the guest network password is visible on the touchscreen.

Broadcast Guest Network Name (SSID): Check this box to display the Wi-Fi guest network in the list
of available Wi-Fi networks on your connected devices. If unchecked, this network is not visible to
connected devices.

WPS: Check this box to use Wi-Fi Protected Setup (WPS) for the guest network. WPS allows compatible
devices to connect to a Wi-Fi network without having to manually enter the password.

Wi-Fi Privacy Separation: Check this box to keep each connected device on this network isolated
from all other connected devices. This provides additional security if some connected devices are
unknown or not completely trusted.

NOTE: For normal operation, this should be unchecked.

Select Save Changes.
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Managing connected devices

On the web Ul Home page, the Connected Devices panel lists all devices currently connected to your
MiFi, along with the network they are using.

i ‘ inseego

~
@l se b o fR Smon
M3200
Data Usage: About Connected Devices: 1
Internet Status: Connected Device Network
Network Name: Telstra Janeslaptop UsSB
1.2GB 10 GB total data Technology: 56
data used
5808 . 1.2 GB* data used . 8.8 GB data remaining Time Connected: 00:00:00:00 (dd:hh:mm:ss)

*Estimated Data Usage - Refer MyTelstra App

days left

Wi-Fi Settings Support

Primary Networic ( (ON) ) Port Filtering: ( (OFF)) User Guide: M3200 User Guide

Network Name (SSID): M3200-72€9 Port filtering allows you to select which services can Online: telstracom/support
access the internet.

Password; *sssssss &

Telephone - Domestic: +61 1300 861 542
Guest Network: ( (OFF) ) Telephone - International: | 541 635 9045

> > > >
inseego

Www.inseego.com

To manage connected devices, select » from the Home page Connected Devices panel (or select
Connected Devices from the web Ul side menu).
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Connected Devices page

This page provides details about each device connected to the MiFi and allows you to edit how device
names appear in the web Ul. You can also block or unblock a device from Internet access.

i inseego :
Bl se b oot Senow
M3200
Home . o
Connected Devices
Data Usage Connected (1)
i Device Network  Block
Wi-Fi
=g Janeslaptop UsB v
Connected Devices (1]
Change Wi Fi Connection Limit (32)
Settings Blocked (0)
About Device Block
Help @ No blocked devices.

Connected Devices

This table lists all devices connected to the MiFi:

Device: An icon indicates the connection type (Wi-Fi, USB, or ethernet) for each device. (You can
hover over the icon to read the type of connection.) The name of the connected device is
usually the hostname set on the connected device. In rare cases, the hostname may be
unavailable.

Network: Indicates whether the device is connected to the primary or guest network.

Block: Select this box to disconnect a device and prevent it from reconnecting. Select Save
Changes. The device is removed from the Connected list and appears in the Blocked list
below.

NOTE: The Block option is available only for devices connected through Wi-Fi.

To view details on a device or change the name of the device as it appears in this web Ul, click the

down arrow icon™ on the right to expand the device row. The following information appears:

¢ Name: To change how the device name appears in this web Ul, enter a different name.
NOTE: This only changes the device name in this Admin web Ul.

e [IPv4: The IP address of the connected device.
e MAC Address: The MAC Address (unique network identifier for this connected device).

e Link Local: The Link-Local IPv6 address if the connected device supports IPv6.

Click the up arrow icon ”™ to collapse the row.
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Select Change Wi-Fi connection limit to change the maximum number of devices allowed to connect

to your MiFi Wi-Fi. Use the slider to select a number and click Save Changes. The maximum number of
connected devices is 32.

Blocked
This section lists all devices blocked from connecting to the MiFi.

NOTE: Since blocked devices are not currently connected, they do not have an IP address. Instead,
they are identified by their name and MAC address.

To unblock a blocked device, click the Unblock button and select Save Changes. The device is
removed from the Blocked list and appears in the Connected Devices list above.
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Managing settings

On the web Ul Home page, the Settings panel shows the current Mobile Network, Port Filtering and
GPS settings (ON/OFF), and the date and time of the last system update.

( inseego
Zooal se b om0 S0
M3200
Data Usage: About Connected Devices: 1
Intermet Status: Cennected Device Hetwork
Netwaork Name: lelstra taneslaptop USE
1.2G8 10 GB total data Technology: 5a
data used . _— . y
- 1.2 GB* data used # B GH data remaining Tirme Connected: COD00000 {ddhhimmss)
e 4
“Estimated Dnta Lsage - Aefer keyTelsten App
days left
Wi-Fi Settings Support
FPrimary Network: ( (ON) ) Port Filtering: { (OFF) ) User Guide:
Metwork Name (SSI0): M3200-7209 Port filtering allows you to select which services can Online:
ey the internet
Passarong: tHesee o Telephone - Domestic 51 1300 861 542
Guest Network: { (OFF) ) Telephone - International: |, 1 541 535 9045
inseego NE— sinseegacom

To change system settings, select 2 from the Home page Settings panel (or select Settings from the
web Ul side menu).
The Settings page includes the following tabs:

o Preferences

e Software Update

e Backup and Restore

e GPS

e APN

e Advanced

Preferences tab

This tab allows you to configure options for the MiFi touchscreen, notification settings, and web Ul
display settings.
The Preference tab includes three sub tabs:

e Device Preferences

e Notifications

e User Preferences
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Device Preferences sub tab

Use this page to set options for the MiFi touchscreen.

inseego
" Sign Out ~
T 2ol ose tb wol@ SO
M3200
Home Settings 2]
Data Usage Preferences  Software Update  Backup and Restore  GPS  APN  Advanced
Wi-Fi
Device Preferences Notifications  User Preferences
Connected Devices
o USB mode when connected to computer: ‘ USB Charging v|
Setti ngs 0 Prompt on USB connection:
About @ 1urn off screen: ‘ After 30 seconds v|
Help 0 Sleep: ‘ After 5 minutes. V|
@ shutdown: ‘Aﬁevzhours v|
Q) Allove Wi Fi setting changes from the touchscreen [ @)
@ Allow factory reset from the touchscreen: [ @]
o Turn on battery preservation mode: C’
Q) tnable ethemet port ]
Charge Other Device
Use this feature to charge your cellphone or similar device from the device's USE port
@ curent Status: Available
o Stop charging other device when battery reaches: 25% v

USB mode when connected to a computer: Use the drop-down list to select the type of connection
you want for devices connecting to the MiFi USB-C port: USB charging, Internet access via USB and Wi-
Fi, or Internet access via USB only.

Prompt on USB connection: Check this box for a prompt to display on the MiFi screen when a device
connects via USB. The prompt allows selection of the USB mode of connection.

NOTE: A USB mode selection made on the MiFi touchscreen does not change the setting above. The
setting above acts as a default, and the choice on the MiFi touchscreen sets the mode for the current
USB session only.

Turn off screen: Use the drop-down list to select how long you want the MiFi to be inactive before the
touchscreen turns off.

Sleep: Use the drop-down list to select how long you want the MiFi to be inactive before entering
sleep mode.

Shutdown: This feature automatically shuts down your MiFi after a specified period of inactivity (when
NO data transfer between your MiFi and devices connected to your MiFi through Wi-Fi, USB, or
Ethernet has been detected). Use the drop-down list to select how long you want the MiFi to be
inactive before shutting down. Select Never to disable shutdown due to inactivity.

Allow Wi-Fi settings changes from the touchscreen: Use the ON/OFF slider to allow or disallow
configuration of settings on the MiFi touchscreen.

NOTE: If ON, settings can be configured on the MiFi touchscreen, including Factory Reset, which resets
all settings to factory default settings and disconnects all connected devices.
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Allow factory reset from the touchscreen: Use the ON/OFF slider to allow or disallow

factory reset from the MiFi Reset button and touchscreen (Settings > Factory Reset). If ON, factory reset
is allowed from the MiFi Reset button and touchscreen. Factory reset resets all settings to factory
default settings and disconnects all connected devices.

NOTE: If Allow settings changes from the touchscreen (above) is OFF, Settings > Factory Reset is not
available on the touchscreen, even when this slider is ON.

Turn on battery preservation mode: When activated, Battery Preservation Mode extends your
battery life by maintaining a battery charge level between 70% and 80%. This mode is strongly
recommended if you frequently charge your device for extended periods of time. When enabled,
Battery Preservation Mode is auto-activated after an extended period of approximately 16 hours of
continuous power charge.

Enable Ethernet port: Check this box to enable the ethernet port.
NOTE: To reduce power consumption, the ethernet port is deactivated by default.

Charge Other Device

You can charge devices such as your phone or Bluetooth headset from the MiFi by connecting the
device's USB cable to the MiFi's USB-C port.

Current Status: The current status of Charge Other Device:

Charging - A device is being charged from the MiFi battery.
Available - If a device connects to the MiFi USB-C port, it will be charged.
Not available (low battery) - The MiFi battery is too low to charge a device.

Stop charging other device when battery reaches: Use the drop-down list to select a battery
percentage for the MiFi at which you want to stop charging other devices in order to reserve MiFi
battery power.

NOTE: Using the Charge Other Device feature depletes your battery faster than normal use.

Select Save Changes.
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Notifications sub tab

Use this page to set options for notifications on your MiFi.

i inseego
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M3200

Home Settings o

Data Usage Preferences  Software Update  Backup and Restore  GPS  APN  Advanced

Wi-Fi
Device Pref ificati User P

Connected Devices (1]
@ stealth mode: [m]

Settings @ 1um offsign-of-Iife LED: O

About @ Indicate alerts with screen:

Help @ ndicate alerts with sound ]
Play sounds for these alerts:
Startup/Shutdown: New message:
Low battery Connected device joins
Critical low battery: Software update:
Charging device: Roaming:
Charge other device: WiFi off:

USB mode: Network selection:

al
&

&
ol

SIM status:

Service natifications:

Stealth mode: Check this box to turn off the LED and audio capabilities of your MiFi.
NOTE: If checked, other than the startup process, the MiFi touchscreen turns on only when the Power
button is pushed.

Turn off sign-of-life LED: Check this box to turn off the LED status light. When unchecked, the LED
blinks slowly as a “sign of life”. This option is grayed out if Stealth mode is on.

Indicate alerts with screen: Check this box to turn on your MiFi touchscreen when an alert message
displays. This setting is enabled by default.

Indicate alerts with sound: Check this box to have your MiFi make sounds upon startup, shutdown,
and other various events. This setting is enabled by default. This option is grayed out if Stealth mode is
on.
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Play sounds for these alerts:

Check the boxes for the events you want to trigger an audio alert:

- Startup/Shutdown

- Low battery

- Critical low battery
- Charging device

- Charge other device
- USB mode

- SIM status

- New message

- Connected device joins
- Software update

- Roaming

- Wi-Fi off

- Network selection

- Service notifications

NOTE: This section is grayed out if the Stealth mode setting above is checked, or Indicate alerts with

sound is unchecked.
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User Preferences sub tab

Use this page to change how dates, time, and numbers are displayed in the MiFi Admin web UL.

inseego
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T ool set o[BS
M3200

Home Settings 2]
Data Usage Preferences  Software Update Backupand Restore  GPS  APN  Advanced
Wi-Fi

Device Preferences Notifications  User Preferences
Connected Devices Q

Language: ‘ English v|
Settmgs Date: ‘ dd/mm/yyyy v|
About Time: [12hr v]
Help Distance: ‘ Meters v|

Murmber Format: ‘ 3,234.00 ~ |

Language: Select a language for the Admin web Ul.
Date: Select the date format to be used throughout the web Ul (mm/dd/yyyy or dd/mm/yyyy).
Time: Select the time format to be used throughout the web Ul (12 or 24 hour).

Distance: Select the distance format to be used for the web Ul when marking GPS altitude and
accuracy (Feet or Meters).

Number format: Choose the format for decimal numbers displayed in the web Ul (using a period or
comma as the decimal point).

Select your display choices from the drop-down menus and click Save Changes to update settings.
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Software Update tab

This tab displays your current software version, last system update information, software update

history, and allows you to check for new software updates.

{ inseego
Sign Out
2wl ose o onf@ %0
M3200
Home Settings (7]
Data Usage
9 Preferences  Software Update  Backup and Restore  GPS  APN  Advanced
Wi-Fi
Current Software
Connected Devices (1]
05 Version 54
Setting s Modem Software Version: THN-1.331[2022-06-13 07:58:14]
About App Version: 2518
Help PRI Version: =8
Cute Version. 2Q
Check for Software Update
Last check for update: Newer
Update status:
‘Check for Update
Last Software Update
No updates applied
Software Update History
Software version: 2Q(L2.516 MTHN-1.33 1[2022-06-13 07:58:14])

OS Version: The version number for the Operating System and its components.

Modem Software Version: The version of software currently installed for the modem component.

App Version: The app version currently installed.

PRI Version: The configuration version currently applied to the MiFi.

Cute Version: The cute version of the software currently installed on your MiFi.
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Check for Software Update

Last check for update: The date and time the MiFi last checked to see if an update was available.

Update status: This is area is usually blank. If you check for an update, the result of that check, or the
download progress of an update displays.

Check for Update: Click this button to manually check for available software updates. If a new
software update is available, it is automatically downloaded.

Last Software Update

This section displays details about the last software update.

Software Update History

This section displays details of the last updates that have been downloaded and installed to this
device. If no updates have been installed, this section displays the current software version.
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Backup and Restore tab

Use this tab to back up current MiFi settings to a file on your computer, restore (upload) a previously-
saved configuration file, reset the router to factory defaults, or restart or turn off your MiFi.

Inseego . out o
T @l e @
M3200
Home Settings (]
Data Usage Preferences  Software Update  Backup and Restore  GPS  APN  Advanced
Wi-Fi
Backup Configuration
Connected Devices [1] i i ) ~ i o
Save yeur device's configuration settings te your computer. Please note that the backup file will anly work with this deviee
Settings Adrmin Passwerd: | Lol
About Mte: Vol b locked out il an incormect passwerd is used too many times,
Help I
Restore Settings
Restore backed up settings from a file on your computer.
Admin Password: | &
Mote: You'l b locked out il an incorect password is used loo many times,
Select a file: e [ o |
Restore to Factory Defaults
Rastore all settings to the factory defaull values.
[Restore Factory Defaults
Restart Device
Restart yeur device.

Turn Off Device

Shutdown the device.

Backup Configurations

To back up current MiFi settings to a file on your computer, enter your Admin password in the Admin
Password box.

If you don’t remember the Admin password, you can view the Admin password on the MiFi
touchscreen by tapping Help > Admin Website or Menu > Settings > Advanced Settings.
Alternately, you can wait until you are timed out of the Web Ul, and click Forgot Admin password on
the sign in pop-up. Answer the displayed security question. The current Admin password will be
displayed.

NOTE: If you enter an incorrect password five times in a row, you will be locked out of the web Ul. To
unlock it, restart your MiFi.

Click the Download button. The file is automatically downloaded to your Downloads folder. This
configuration file contains all settings for your MiFi.
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The backup file cannot be edited or viewed on the downloaded system or on any other device. This file
can only be restored for this model of MiFi.

Restore Settings

CAUTION: Restoring settings (uploading a configuration file) changes ALL of the existing settings to
match the configuration file. This may change the current Wi-Fi settings, breaking all existing
connections to the MiFi and disconnecting you from the web UL.

To restore system settings from a backup settings file, enter your Admin password in the Admin
password field.

In the Select a file field, click Browse and choose a backup settings file to restore.
NOTE: You can only restore a file that was created for this model of MiFi.

Click the Restore now button.

Restore to Factory Defaults

Restore Factory Defaults: This button resets all settings to their factory default values.

CAUTION: This initiates a restart and may change the current Wi-Fi settings, breaking all existing
connections to your MiFi and disconnecting you from the web UL.

Restart Device

Restart: This button turns your MiFi off and on again.

Turn Off Device

Turn Off: This button turns your MiFi off.
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GPS tab

The MiFi incorporates a GPS receiver. The GPS receiver can determine your current location. Use this
tab to enable GPS, view current location information, and to enable GPS streaming to devices with the
GPS over Wi-Fi feature.

d 9 . —
Eooal ose @5
M3200
Home Settings o
Data Usage
9 Preferences  Software Update  Backup and Restore  GPS  APN  Advanced
Wi-Fi
GPS Settings
Connected Devices
o The GPS receiver can determine your current location. This location can be provided to connected devices,
Settings Enable GPS: [ @)
About Turn OFF GRS Whan the Device Restarts: C.
Turn OFF GRS Over Wi-Fi: ( .
Help
Fort Number. ‘ oo
'GPS Driver
GPS data is provided by the M3200 in the form of a National Marine Electronics Association (NMEA) text stream. This GPS stream can be used by many location-oriented computer
applications. You need to install a driver on your computer.
Download Driver
Current Location
Latitude: 438810748 Altitude: w2en
Longitude: 12309456196 Accuracy: 12 ft
GPS Settings

Enable GPS: This setting enables or disables the GPS radio on your MiFi. When the ON/OFF slider is
ON, the device acquires GPS and makes GPS location data available on this page. A GPS Agreement
appears, click Confirm to proceed. When OFF, no GPS data is available.

Turn OFF GPS When the Device Restarts: This setting determines when the GPS receiver will turn off,
once it is on. When the ON/OFF slider is ON, the GPS receiver turns off when the MiFi is shut down. You
will need to turn it on again the next time the GPS receiver is needed.

Turn OFF GPS Over Wi-Fi: This setting determines whether location information can be shared with
connected devices. When the ON/OFF slider is ON, location information can be shared. Raw GPS data is
provided in the form of a National Marine Electronics Association (NMEA) text stream. You can use
third-party applications to utilise or forward the GPS data to a remote server.

Port Number: The TCP port number used to establish a connection to the MiFi and obtain raw GPS
data for the GPS over Wi-Fi feature. Unless there is a good reason to do so, you should not change the
port number. Acceptable port values are between 1024 and 65535.

Click Save Changes to update settings.
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GPS Driver

For the GPS over Wi-Fi feature, if you want to access the GPS data stream from a virtual COM port
instead of the TCP port (above), use the Download Driver button to download and install a GPS driver
for your Windows platform. This driver creates a virtual NMEA port, obtains GPS data from the MiFi,
and makes this GPS data available to NMEA-aware third-party applications.

Current Location
Latitude: Latitude for the last location fix.
Longitude: Longitude for the last location fix.
Altitude: Altitude for the last location fix.
Accuracy: A measure of the accuracy of the horizontal position obtained by the GPS receiver.

NOTE: You can change the format of measurement (Feet or Meters) in Settings > Preferences > User
Preferences.
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APN Tab

In most configurations, your MiFi is used with a dynamic IP and SIM and the Access Point Name (APN)
is available from the network, for example: telstra.internet. However, if you are on a private network,
you may need to configure connection profiles for your APN on this tab for the network to
communicate with your MiFi.

inseego
SignOut ~
T Zoall e @ S
M3200
Home Settings 2]
Data Usage Preferences  Software Update Backup and Restore GPS APN  Advanced
Wi-Fi .
Connection Profiles
Connected Devices (1] Active Profile Name APN Name Authentication IP Connection Type
Settings @ Telstra Broadband (Default) telstra.internet None 1Pv4/IPvée Edit Reset
About Add New Connection Profile
Help Add New Connection Profile
Caution: Changing the APN may cause loss of data connectivity.
Connection Profile Name: ‘ New Profile ]
APN Name: [telstra.internet ]
Authentication: [ None /]
IP Connection Type: [ 1Pva/IPve ]

Save Changes ‘ Cancel

Connection Profiles

NOTE: Initially, the default APN profile for the active SIM is displayed. You cannot delete this profile,
but you can edit it and/or add additional profiles for the SIM.

Active: Select the connection profile you want to be active.

Profile Name: The name that identifies the connection profile.

APN Name: The access point name.

Authentication: The authentication method for your private network.
IP Connection Type: The IP connection type for your private network.
Click Edit to edit a profile.

Click Reset to reset a profile to default values.

Click the Add New Connection Profile button to add an additional APN connection profile for this
SIM.

Add New Connection Profile

Connection Profile Name: Enter a name to identify this connection profile.
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APN Name: Select an APN supplied by your service provider from the drop-down, or select Add APN
and enter the APN for your private network in the text box that appears below.

CAUTION! Changing the APN may cause a loss of data connectivity.

NOTE: Information entered in the following fields should come from your service provider based on
network requirements.

Authentication: Select the authentication method for your private network from the drop-down (PAP,
CHAP, PAP and CHAP, or None).

Username: Enter the user name for your private network.
NOTE: This option is not visible when Authentication is set to None.

Password: Enter the password for your private network.
NOTE: This option is not visible when Authentication is set to None.

IP Connection Type: Select an IP connection type from the drop-down (IPv4, IPv6, or IPv4/IPv6).

Click Save Changes or Cancel.
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Advanced tab

Advanced settings are intended only for users with advanced technical knowledge. For information
about the Advanced Settings page, go to Chapter 4, Advanced Settings on page 72.
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Viewing info about your MiFi

On the web Ul Home page, the About panel shows current Internet status, the name of the network to
which the MiFi is connected, technology, and amount of time connected.
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Internet Status: Connected Device Network
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Wi-Fi Settings Support
Primary Network: ( (ON) ) Port Filtering: ( (OFF)) User Guide: M3200 User Guide
Network Name (SSID): M3200-72C9 Port filtering allows you to select which services can Online:

access the internet.
Password: ***ess+s

Guest Network: ((OFF) )

>

Telephone - Domestic:

Telephone - International:

telstra.com/support
+61 1300861 542

+1541 685 9045

>

inseego

2022 All rights reserved.

www.inseego.com

To view more detailed information about your MiFi and its use, select > from the Home page About

panel (or select About from the web Ul side menu).

The About page includes the following tabs:
e Internet Status
e Internet Sessions
e Diagnostics
e Device Info

e Logs
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Internet Status tab

Use the Internet Status tab to view general Internet connection and system information.
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Data Usage Internet Status  Internet Sessions  Diagnostics  Deviceinfo  Logs
Wi-Fi
General
Connected Devices (1]
Status: HNoSiM
Settings Wetwork Narme:
Technclogy
About Time Connected 00000000 {debhhermemcss)
Recetved.
Help
Tranumitted:
1Pva
1P Addrest
Matk:
Gateway.
DS
IPvE

Status: The current status of the MiFi Internet connection.
Network Name: The name of the network for the current Internet session established.
Technology: Indicates the current cellular data connection, for example, 5G.

Time Connected: The amount of time that has elapsed since the connection for the current Internet
session was established.

Received: The amount of data received for the current Internet session. This counter starts at zero
when the connection is established.

Transmitted: The amount of data transmitted for the current Internet session. This counter starts at
zero when the connection is established.

IPv4
IP Address: The Internet IP address assigned to the MiFi.
Mask: The network mask associated with the IPv4 address.
Gateway: The gateway IP address associated with the IPv4 address.

DNS: The Domain Name Server currently used by the MiFi.

IPvée

IP Address: The global IPv6 address for the MiFi (blank if IPv6 is turned off or is not supported by
the current network connection or operator).

DNS: The Domain Name Server currently used by the MiFi.
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Internet Sessions tab

Use the Internet Sessions tab to export and view Internet session data.

‘ | inseego
" Sign Out
i Z ol oss o oof@ e
Home About (7]
Data Usage Internet Status  Internet Sessions  Diagnostics  Device Info  Logs
Wi-Fi
Connected Devices [1] Export Internet Sessions Information
Settingg MNote: Intermet Sessions information should not be used to estimate or monitor data usage during your billing cycle. To view estimated data usage go to the Data Usage pege.
About I e
Help Internet Sessions from 10/12/2021 8:09:02 AM to 10/12/2021 8:09:02 AM

Date/Time Duration Received Data Transmitted Data Totsl Data 1Pva Address 1Pv6 Address

682 M8 22 M8 2104 m8 10089.196.235 2600:1007:5012:3962:28bS S454635:4714

Export Internet Sessions Information

Click the Export button to export Internet session data.

Internet Sessions
NOTE: Internet Sessions are presented in date order.
Date/Time: The date and time the Internet session began.
Duration: The total amount of time for the Internet session.

Received Data: The amount of data received for the Internet session. This counter starts at zero when
the connection is established.

Transmitted Data: The amount of data transmitted for the Internet session. This counter starts at zero
when the connection is established.

Total Data: The total amount of data for the Internet session. This is the sum of Received Data and
Transmitted Data.

Roaming Status: The roaming status for the Internet session (blank indicates home network).
IPv4 Address: The IP address for the session.

IPv6 Address: The global IPv6 address for the session (blank if IPv6 is turned off or is not supported by
the current network connection or carrier).
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Diagnostics tab

This tab displays detailed information used solely for troubleshooting or technical support.

i inseego -
i t v
ool ose n wonl® SO
M3200
Home About 2]
Data Usage Internet Status  Internet Sessions  Diagnostics  Device Info  Logs
Wi-Fi
A Modem
Connected Devices (1]
Mabile Number (MDN)
Settings IMEL 9900 1888 0001 288
IMEISV: 9900 1888 0001 2801
About
FW Version: THN-1.331[2022-06-13 07:58:14]
Help SIM Status: Ready
ICCID:
Network
Status Not Available
Technology: 5G
Band: n7g
Bandwidth: 40 mHZ
Network Operator: Telstra
Signal Strength (RSRP): -117 dBm
SNR: -7 dB
Roaming: No

Mobile Number (MDN): The phone number of your MiFi.

IMEI: The International Mobile Equipment Identity (IMEI) for your MiFi. This is a 15 digit code used to
uniquely identify an individual mobile station. The IMEI does not change when the SIM is changed.

IMEISV: A combination of the IMEl and an approval number for this type of device.
FW Version: The version of the firmware (software) currently installed on your MiFi.

SIM Status: Indicates the status of the SIM card. If the SIM card is missing, or there is some form of SIM
error, connection to the mobile network is not possible.

ICCID: The unique ID number assigned to the SIM card. This field is blank if there is no SIM card
installed, or a SIM error condition exists.
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Network

Status: The status of the network: Not available or Available.

Technology: Indicates the current cellular data connection, for example, 5G.

Band: The band in use for the current connection.
Bandwidth: The bandwidth in use for the current connection
Network Operator: The name of the Mobile Network Operator (MNO).

Signal Strength (RSRP): The strength of the cellular signal, measured in dBm. Higher absolute values
indicate a stronger signal, for example: -80 dBm is a stronger signal than -90 dBm.

SNR: Signal to Noise Ratio. A measure of the ratio between signal strength and noise level. SNR values
are positive, and higher numbers are better.

Roaming: Indicates whether roaming is on.
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Device Info tab

Use this tab to view details about your internal WAN connection.

‘ inseego :
g @ .llll 56 1‘ 100%2 Sign Out
M3200
Home About 2]
Data Usage Internet Status  Internet Sessions  Diagnostics DeviceInfo  Logs
Wi-Fi
General
Connected Devices (1]
Manufacturer: Inseego
Settings Model M3200
About Software Components
Help Maodem Software Version: THN-1.33 1 [2022-06-13 07:58:14]
Wi-Fi Firmware Version: 1.1.002917.1
05 Version: 54
App Version 2516
Cute Version: 2Q
PRIVersion: 139
General
Manufacturer: Inseego.
Model: M3200.
Software Components

Modem Software Version: The version of software currently installed for the modem component.

Wi-Fi Firmware Version: the version of firmware (software) currently installed for the Wi-Fi
component.

OS Version: The version number for the Operating System and its components.
App Version: The app version currently installed.
Cute Version: The cute version of the software currently installed on your MiFi.

PRI Version: The configuration version currently applied to the MiFi.
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Logs tab

Use this tab to view log information for troubleshooting.

Inseego
Sign Out
M3200
Home About o
Data Usage Internet Status  Internet Sessions  Diagnostics  Device Info
Wi-Fi
Log Settings
Connected Devices Q
Lags are for troubleshooting, and are not needed for normal operation.
Setti ngs Mote: If the system log is full, then the oldest data is discarded, regardless of this setting.
Turn ON Logging:
About
Automatically Clear Logs: After 3 days
Help
Log Settings

Turn ON Logging: Check this box to turn on logs as needed.

Automatically Clear Logs: Use the drop-down list to select when you want system log data deleted.

NOTE: If the log is full, the oldest data is deleted regardless of this setting.

Click Save Changes to enact changes.

If logs are turned on, the following are visible:

Mobile Network Log: This tab displays the log data of connections to the mobile network.

System Log: This tab displays the log data of events other than mobile data connections that

occurred on this device.

Refresh: Updates the displayed log data.

Clear log: Deletes all existing log data. This makes new data easier to read.

Export Log: Allows you to download log data.
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Getting help

On the web Ul Home page, the Help panel provides links to introductory help and support.

{ inseego
B ouill soth enfR | SOR
MI200
Data Usage: About Connected Devices: 1
Internat Status: Connected Device Network
Metwork Name: Telstra Janestaptop UsE
U!.? GBU 10 GB total data Technology: 56
ata use
506 W 2co dataused [ 5868 dan remaining Time Connactad: DOHO0-00-00 et hbememess)
v J
“Estimated Dats Usage - Refer MyTelstra App
Wi-Fi Settings Support
Primary Network: [ (0M) ) Port Filtering: | (OFF) ) User Guide: i Gasich
Network Name (SSI0): M3200-72C9 Port filtaring allows you 10 sebact which tervices can Online: l - Rioion
access the intemet. &
Paawond; seestess Lol Telephone - Domestic g1 1300 861 542
Guest Network: [ (DFF) ) Telephone - Internationak . § 541 685 9045
'
inseego S— S——

To view more detailed help information, select 2 from the Home page Help panel (or select Help from
the web Ul side menu).
The Help page includes two tabs:

e Help

e Customer Support

Help tab

This page provides links to help topics for every page of the Admin web Ul and general topics useful
for getting started with your MiFi.

i inseego
M3200 B all se 1 |m= il
Home Help
Data Usage Help  Customer Support
Wi-Fi =
Using your Device
Connected Devices 1] s
Settings e
Seuriny Features
About
Admin Website Help
Help o :
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Customer Support tab

Use the Customer Support tab for useful links and support information.

i inseego
B ol st w3 [~
Miz00

Home Help

Data Usage Help € s

Wi-Fi

Connected Devices (1] Your Device

Settings Modok: M3200

About Yaur Wieeless Numiber

HP'D Uier Gousicher M3200 User Guide 2
Manufacturer: wominieroncen @
Customer Support
Online

Tebaphone - Domestic:

Tehaphane - International +1 541 685 5043
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Advanced settings

Overview
Using advanced settings
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Overview

The Advanced Settings pages on the MiFi Admin web Ul are intended for users with technical
expertise in the area of telecommunication and networking.

WARNING! Changing the Advanced settings may be harmful to the stability, performance, and
security of the MiFi.

Using advanced settings

When you select the Advanced tab on the Settings page, a warning message appears. If you click
Continue, the Cellular tab of the Advanced page appears.

The Advanced page includes ten tabs:

e Cellular

e DNS

e SIM

e Firewall

e MACFilter
e LAN

e Port Filtering
e Port Forwarding
e VPN

e Inseego Connect
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Cellular tab

Use this tab to enable roaming, select a network technology, and to enable automatic network selection
or manually select a network.

inseego
~
T 2ol oset o g senow
M3200
Home Settings o
Data Usage Preferences  Software Update  Backup and Restore  GPS  APN  Advanced
Wi-Fi
Cellular DNS SIM  Firewall MACFilter LAN PortFiltering PortForwarding VPN Inseego Connect
Connected Devices (1]
Settings Cellular Network Technology
0 Allow device to connect to the mobile network while roaming: C’
About
0 Network Technology: ‘ Auto (5G/4G/3G) N
Hel
P 0 Enable automatic network selection: ‘)
Select Network Manually

Cellular Network Technology

Allow device to connect to the mobile network while roaming: Use the ON/OFF slider when
necessary to turn international and domestic roaming on or off as needed. Additional data charges
may apply when roaming.

Network Technology: Use the drop-down to select the type of cellular data connection (Auto
5G/4G/3G, or 4G/3G).

Enable automatic network selection: When the ON/OFF slider is ON, your MiFi automatically selects
the best LTE/UMTS available network and you cannot use the Select Network Manually button.

Select Network Manually: You may wish to use this option if multiple networks are available and you
have a preference.

NOTE: This option is available only if Enable automatic network selection is off. Click the button to
scan for available networks, then choose the preferred network.

Click Save Changes.
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DNS tab

The MiFi automatically selects a Domain Name Server (DNS). This tab allows you to manually assign up
to two DNS IP addresses.

( ‘ inseego
" Sign Qut
100%
M3200 (=] all se # \-g
Home Settings e
Data Usage Preferences  Software Update  Backup and Restore  GPS ~ APN  Advanced
Wi-Fi
Cellular DNS SIM  Firewall MACFilter LAN PortFiltering PortForwarding VPN Inseego Connect
Connected Devices [1]
Settings Manual DNS
Your device automatically selects a Domain Name Server (DNS) or you can manually set one.
About
Turn on Manual DNS: [m]
Hem DNS 11P Address:
DNS 2 1P Address:

Turn on Manual DNS: Check this box to manually select a DNS.

DNS 1 IP address: Enter the IP address for the primary DNS. This address is required to use the Manual
DNS feature.

DNS 2 IP address: Enter the IP address for the secondary (backup) DNS. This address is optional and
may be left blank if desired.

Click Save Changes.
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SIM tab

The SIM card in your MiFi can be locked using a PIN. If the SIM card is locked, you must enter the PIN
before connecting to the mobile network. Once entered, the PIN is remembered until the next
shutdown. You may also need to provide the existing PIN to change a SIM. The default PIN is available
from your service provider.

Use this page to unlock your SIM or enter a SIM PIN.

‘ inseego :
Z W nosm mo%g Sign Out
M3200
Home Settings (2]
Data Usage Preferences  Software Update  Backup and Restore  GPS ~ APN  Adwvanced
Wi-Fi
Cellular DNS SIM  Firewall MACFilter LAN PortFiltering PortForwarding VPN  Inseego Connect
Connected Devices (1]
" SIM Settings
Settings 9
For additional security, the SIM card can be locked with a PIN code. When locked, the PIN code must be entered before the device will connect to the internet.
About
@ sM PN Locke OFF
Help @ s™status Ready
Desired Action: [[Tum ONPINIock ‘]
© curent PIN [ ]
x attempts remain until your SIM is PUK locked.
Note: Entering an incorrect PIN too often will PUK lock your SIM and you will be unable to use the device. You will need to contact <carrier> customer support
1o unlock the SIM
SIM Settings

SIM PIN Lock: Indicates whether the PIN lock feature is in use. If On, the PIN lock has been turned on,
and the SIM PIN must be entered to connect to the mobile network. If Off, the PIN lock feature is not
turned on and the SIM PIN is not required.

SIM Status: The current status of the SIM card. Possible states include:

- Ready - No SIM PIN is needed.
- PIN Locked - SIM PIN must be entered before you can use the mobile network.

- PUKLocked - PUK (personal unblocking key) for the SIM must be entered in order to continue.
The PUK can be obtained from your service provider.

- Unlocked - SIM PIN was needed, but has already been entered.
- NoSIM - No SIM is detected. Check that the SIM is inserted correctly.

- SIMError - SIM is detected, but is not responding as expected and cannot be used.
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Desired Actions: The actions available depend on the SIM status. Possible operations include:

- PIN Lock - If the SIM is currently PIN locked, you are prompted to enter the PIN.
NOTE: If an incorrect PIN is entered too many times, the SIM becomes PUK locked. A counter
indicates how many incorrect entries will cause PUK lock. Once PUK locked, the PUK must be
obtained from your service provider.

- PUKLock- If the SIM is currently PUK locked, the only operation possible is to enter the PUK.
NOTE: If an incorrect PUK is entered too many times, the SIM becomes permanently unusable.
You will need to obtain a new SIM. A counter indicates how many entry attempts remain.

- Turnon PIN Lock - Sets the SIM so that entry of a PIN is required upon startup to connect to
the mobile network. To perform this operation, you must enter the current PIN.

- Turn off PIN Lock - Turns off a PIN lock that was previously turned on so that entry of a PIN is
no longer required to connect to the mobile network. To perform this operation, you must
enter the current PIN.

Current PIN: Enter the current PIN.

Click Save Changes.
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Firewall tab

The MiFi firewall determines which Internet traffic is allowed to pass between the MiFi and connected
devices and protects your connected devices from malicious incoming traffic from the Internet. The
firewall cannot be turned off. Use the Firewall tab to adjust the general security level of the firewall,
designate a specific device to receive all traffic, and set up specific firewall rules.

i ‘ inseego
~
ool se p wof@ o Smos
M3200
Home Settings 7]
Data Usage Preferences  Software Update Backup and Restore GPS APN  Advanced
Wi-Fi
Cellular DNS SIM  Firewall MACFilter LAN PortFiltering PortForwarding VPN Inseego Connect
Connected Devices Q
Settings VPN Passthrough
0 Allow connected devices to establish a VPN tunnel: ‘:)
About
pmz
Help
Allow DMZ to forward all incoming traffic to a specific connected device. (To forward specific forwarding traffic, use Port Forwarding.)
Enable DMZ: [m]
@ Destination IP address:

Allow connected devices to establish a VPN tunnel: To use the VPN Passthrough, ensure the
ON/OFF slider is ON. This allows you to establish a VPN tunnel while using your MiFi.

DMZ

DMZ allows the connected device specified as the DMZ IP address (Destination IP address) to receive
all traffic that would otherwise be blocked by the firewall.

NOTES:

- When IP Passthrough is turned on, DMZ capabilities are set through the connected host routing
system and settings in this section are not available.

- Allowing DMZ may assist some troublesome network applications to function properly, but the
DMZ device should have its own firewall to protect itself against malicious traffic.

Enable DMZ: Check this box to allow DMZ.

Destination IP address: Enter the IP address of the connected device you wish to become the DMZ
device (the DMZ destination).

NOTES:

- You can check the IP address of each connected device on the Connected Devices screen.

- DMZ functionality is limited to IPv4 addresses only.

Click Save Changes.
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MAC Filter tab

The MAC filter allows only selected devices to access the MiFi primary Wi-Fi network. By default, MAC

filter is turned OFF.

Use this tab to turn the MAC Filter ON and specify device access.

( inseego
% ol so R Swow
M3200
Home Settings (7]
Data Usage Preferences  Software Update Backup and Restore  GPS  APN  Advanced
Wi-Fi
Cellular DWS  SIM - Frewall MACFiler LAM  PortFiltering PortForwarding VPN Inseego Connect
Connected Devices [1]
Settings MAC Fllter Configuration
The MAC Filter liets you limit acoess to the Brimary Wi Fi network to divices you choose, Seleet from
About the st bedow iyou can alse add new devices), then turn the MAC filter on.
To wse the MAL Filter.
Help 1. Sellect the device you would like 1o filter, or a3d your own 1o the list below,
L Chick the ‘Save Changes’ button,
3 Toggle the switch o enable MAC Rltering
Naite: The MAC Filter doesn't affect on the Guest Wi-Fi network.
MAC filter @ )
Name MAC Address Status MAC Address Filter Delete
"Janeslauoo Il 001 557000128 Your device

e | [ i |

NOTE: The MAC filter has no effect on devices connected to the guest Wi-Fi network.

MAC Filter Configuration

To use the MAC filter, select the device(s) from the device list that you want to be allowed to connect
to the primary network and move the ON/OFF slider to ON. Click Save Changes.

CAUTION: Turning on MAC filtering immediately disconnects all devices that are not included in the
filter from the primary network.

Device List

This list includes all devices currently connected to the MiFi.

Add New Device: Use this button to add a device to the device list, then enter the device name, MAC
address, choose whether to select the MAC Address Filter checkbox, and click Save Changes.

To delete a device from the list, select its Delete checkbox and click Save Changes.

To discard any unsaved changes and refresh the list, click Refresh List and Confirm.

Notes on Blocking Devices

There are two ways to block devices from connecting to the MiFi:

e Temporarily block a device from connecting to the MiFi via the primary and guest
networks and via USB or ethernet.
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To use this method, go to the Connected Devices page and click the Block button next to the
device.

e Permanently block a device from connecting to your MiFi primary network only.

Use the MAC Filter.
When blocking devices, the following information applies:
e  Devices blocked with Connected Devices > Block are blocked from the Wi-Fi network, even if
the MAC Filter is ON and the device is enabled for the MAC Filter.

e Ifthe MAC Filter is ON, and a device is blocked with Connected Devices > Block, and is not
enabled for the MAC Filter, then it will not be able to connect. Both the MAC Filter and the
Block prevent connection.

e Ifthe MACFilter is ON, and a device is enabled for the MAC Filter, then the device will be able
to connect. However, it can still be blocked using Connected Devices > Block or by disabling
the MAC Filter.
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LAN tab

This tab provides settings and information about the MiFi local area network (LAN). The LAN consists
of the MiFi and all Wi-Fi and USB and ethernet connected devices.

& nseego = JE son
Al se b oo
M3200
Home Settings 7]
Data Usage
g Preferences  Softwara Update  Backup and Restore  GPS  APN  Advanced

Wi-Fi
Cellllar DNS  SIM  Firewall MACFilter LAN PortFiltering PortForwarding VPN Inseego Connect

Connected Devices [1] -

: IP Passthrough

Settings 9
If enabled, the first device detected on the selected IPPT interface obtains the Internet IP address assigned by the mobile netwedk. All other devices on that interface lose internet access.

About Toenable IF Passthrough. you must enter the MAC address (for ethemnet] or hostname (for USE) of the connected device.

Naote: This featura applies to IPvd connactions anly.

Help O

Turn on IF Passthrough,

IPFT Interface: Ethemet

@ aC address

IPv4

1P Address: | 192.168.1.1 |

Subnet Mask: 155.255.255.0 |

WAC Address: 18:00:86:78:72:c0

Tum on DHCP Server:

DHCP Lease Time: | 1440 | minutes.
Start DHCP Address Range at |1gg_1u3_1 2 |

End DHCP Address Range at: |1gg_1ua_1_102 |

Resarved IP Addresses |

IPv6

Tum on IPvs:

Link-Local Address:

IP Passthrough

IP Passthrough (IPPT) enables the first device detected on the specified interface to obtain the IP
address assigned by the mobile network. IPPT allows you to enable a one-to-one connection to a host
routing system.

NOTE: When IP Passthrough is on, devices on other interfaces function normally. However, when IPPT
is enabled, the following capabilities are set through the host routing system and web Ul settings are
not available:

e Port Forwarding
e PortFiltering
e DMZ (Firewall)
Turn on IP Passthrough: Check the box to enable IP Passthrough.

IPPT Interface: Select the interface used by the network device you wish to become the IP
Passthrough device.
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Hostname: When enabling IPPT on the USB interface, enter the hostname of the device connected for
IP Passthrough. This is the only USB-connected device that can obtain the IP address assigned to the
mobile network. You can view the hostname on the Home or Connected Devices page.

MAC Address: When enabling IPPT on the ethernet interface, enter the MAC address of the device
connected for IP Passthrough. This is the only ethernet -connected device that can obtain the IP
address assigned to the mobile network.

IPv4

IP Address: The IP address for your MiFi, as seen from the local network. Normally, you can use the
default value.

Subnet Mask: The subnet mask network setting for the MiFi. The default value 255.255.255.0 is
standard for small (class "C") networks. If you change the LAN IP Address, make sure to use the correct
Subnet Mask for the IP address range of the LAN IP address.

MAC Address: (read-only) The Media Access Controller (MAC) Address for the Wi-Fi interface on your
MiFi. The MAC address is a unique network identifier assigned when a network device is
manufactured.

Turn on DHCP Server: This checkbox turns the DHCP Server feature on or off. This should be left
checked. The DHCP server allocates an IP address to each connected device.
NOTE: If the DHCP Server is turned off, each connected device must be assigned a fixed IP address.

DHCP Lease Time: The number of minutes in which connected devices must renew the IP address
assigned to them by the DHCP server. Normally, this can be left at the default value, but if you have
special requirements, you can change this value.

Start DHCP Address Range at: The start of the IP address range used by the DHCP server. If the IP is
set on the client device, use an IP address outside of this DHCP range; if the IP address is set using an IP
reservation, it will usually be inside this range.

NOTE: Only expert users should change this setting.

End DHCP Address Range at: The end of the IP address range used by the DHCP server. If the IP is set
on the client device, use an IP address outside of this DHCP range; if the IP address is set using an IP
reservation, it will usually be inside this range.

NOTE: Only expert users should change this setting.

Reserved IP Addresses: Use this button to set up reserved IP addresses. Reserved IP addresses ensure
that a connected device will always be allocated the same IP Address.

IPvée

Turn on IPv6: Check this box if any of your connected devices support IPv6. This enables IPv6
connected devices to make IPv6 connections to the Internet.

Link-Local Address: The Link-Local IPv6 address if the connected device supports IPv6.

Click Save Changes to activate and save new settings.
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Port Filtering tab

Port Filtering allows you to block outgoing Internet connections and permit only selected applications
to access the Internet. Traffic is identified by port numbers. Some applications are pre-defined. You can
define additional applications if you know the details of the traffic used and generated by the

applications.

NOTE: You can also view the current Port Filtering setting (ON/OFF) in the Settings panel on the web

Ul Home page.

{ ‘ inseego
~
2ol ss tb oo f@ 0 Seos
M3200
Home Settings (-]
Data Usage Preferences  Software Update Backup and Restore  GPS APN  Advanced
Wi-Fi
Cellular DNS SIM  Firewall MACFilter LAN PortFiltering PortForwarding VPN  Inseego Connect
Connected Devices Q
Settings Port Filtering Configuration
If Port Filtering is on, enly traffic from selected applications can access the internet.
About i
Note: DN is always allowed
Help Port Filtering @ ]
Applications

Select which applications can access the Internet.

Email (POP3, IMAP, SMTP)
FTP
HTTP

HTTPS

ooooog

Telnet

Custom Applications

‘You can define your own applications, and then turn them off or on as needed. To define an application, you need to know the outgoing ports used by the application.

| Add Custom Application

NOTE: When IP Passthrough is turned on, port filtering capabilities are set through the connected host
routing system and settings on this page are not available.
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Port Filtering Configuration

Port Filtering: To turn on port filtering, move the ON/OFF slider to ON. To turn off port filtering, so
that any application can connect to the Internet, move the slider to OFF.

Applications
Select the applications you want to be able to access the Internet and click Save Changes.

The following table provides port numbers and protocol information for each port filtering application
listed.

Application Name Port TCP® STCP” UDP’
Email
POP3 110 Yes No Assigned
POP3S 995 Yes No Yes
IMAP 143 Yes No Assigned
IMAPS 993 Yes No Assigned
SMTP 25 Yes No Assigned
SecureSMTP 465 Yes No No
FTP control (command) 21 Yes Yes Assigned
FTP data transfer 20 Yes Yes Assigned
HTTP 80 Yes Yes Assigned
HTTPS 443 Yes Yes Assigned
Telnet 23 Yes No Assigned

" Yes indicates the protocol is standardised for the port number.
No indicates the protocol is standardised for the port number.
Assigned indicates the port number is assigned by IANA (Internet Assigned Numbers Authority) for protocol use, but
may not be standardised.
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Custom Applications

You can define up to ten custom applications.

Add Custom Application: Use this button to add a new row to the custom application list.

On  AppName Start Port End Port Protocol Delete

|CustomApp1 | | | | | |TCP v| |

e On: Check this box if you want the new application to be able to access the Internet.
e App Name: Enter a name for the custom application.

e Start Port: Enter the beginning of the range of port numbers used by outgoing traffic for the
custom application being added.

e End Port: Enter the end of the range of port numbers used by the application.
NOTE: If the application uses a single port instead of a range, type the same value for both the
Start Port and the End Port.

e Protocol: Select the protocol used by the port range from the drop-down list (TCP, UDP, or
both).

o Delete: Check this box to delete a custom application.
NOTE: Click on the Port Filtering tab again to remove deleted custom applications from view
on the screen.

Click Save Changes to save any changes made to the custom applications.
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Port Forwarding tab

Port Forwarding allows incoming traffic from the Internet to be forwarded to a particular device
connected to your Wi-Fi network. Normally, the built-in firewall blocks incoming traffic from the
Internet. Port forwarding allows Internet users to access any server you are running on your computer,
such as a Web, FTP, or Email server. For some online games, port forwarding must be used in order for
the games to function correctly.

Important: Port forwarding creates a security risk and should not be turned on unless it is required.

Some mobile networks provide you with an IP address on their own network rather than an Internet IP
address. In this case, Port Forwarding cannot be used, because Internet users cannot reach your IP
address.

t inseego
ool se t R Seou
M3200
Home Settings o
Data Usage
9 Preferences  Software Update  Backup and Restore  GPS  APN  Advanced
Wi-Fi
Cellular DNS SIM  Firewall MACFilter LAN PortFiltering PortForwarding VPN  Inseego Connect
Connected Devices Q
Settings Port Forwarding Configuration
Port farwarding sends specific incoming traffic to a connected device. The connected device is specified using its IP address.
About
Port forwarding C’
Help
Application Application IP address
[] DNns
0o fFre
[] HTTP/HTTPS
] NnTP
[0 POP3/POP3S
[0 SMTP/Secure SMTP
] sNmp
[] Telnet
0 TFP

Custom Applications

You can define your own applications, and then turn them off or on as needed. To define an application, you need to know the incoming ports used by the application.

[ s

NOTE: When IP Passthrough is turned on, port forwarding capabilities are set through the connected
host routing system and settings on this page are not available.
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Port Forwarding Configuration

Port forwarding: To turn on port forwarding, move the ON/OFF slider to ON. To turn off port
forwarding, so that no inbound traffic is forwarded to a LAN client, move the slider to OFF.

Check the box next to each Port Forwarding application that you want to allow.

To forward all inbound WAN traffic on a specific port to a single LAN client, enter the IP address of the
target device in the Application IP address field for the application.

NOTE: Port Forwarding functionality is limited to IPv4 addresses only.
Click Save Changes.

The following table provides port numbers and protocol information for each port forwarding
application listed.

Application Name Port TCP* STCP” UDP*
DNS 53 Yes No Yes

FTP control (command) 21 Yes Yes Assigned
FTP data transfer 20 Yes Yes Assigned
HTTP 80 Yes Yes Assigned
HTTPS 443 Yes Yes Assigned
NNTP 119 Yes No Assigned
POP3 110 Yes No Assigned
POP3S 995 Yes No Yes
SMTP 25 Yes No Assigned
SecureSMTP 465 Yes No No
SNMP 161 Assigned | No Yes
Telnet 23 Yes No Assigned
TFTP 69 Assigned | No Yes

" Yes indicates the protocol is standardised for the port number.
No indicates the protocol is standardised for the port number.
Assigned indicates the port number is assigned by IANA (Internet Assigned Numbers Authority) for protocol use, but
may not be standardised.
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Custom Applications

You can add up to ten custom applications. Once defined, these applications can be turned on and off
the same way as pre-defined applications.

Add Custom Application: Use this button to add a new row to the custom applications list.
On App Name IP Address Port Type Port Numbers Protocol Delete

Ext Int
|CustomApp‘I | | | |Trans|ate v| | | | | |TCP v| |

e On: Check this box if you want the application to be able to access the Internet (enabling port
forwarding).

e App Name: Enter a name for the custom application.

e IP Address: If you want to limit service for the application to a single connected device, enter
the IP address of the target device. To find the IP address of a device, go to the Connected
Devices page.

NOTE: To ensure the device you are forwarding to does not have a different IP address after a
reboot, either statically assign the IP address on the client device, or set up a DHCP reservation.

e Port Type: Select Range or Translate from the drop-down list.

e Port Numbers: Use the From and To fields to specify the range of port numbers to be
forwarded.
NOTE: If the application uses a single port instead of a range, type the same value in both the
From and To fields.

For translate ports, use the Ext. and Int. to specify ports.

NOTE: Forwarding takes inbound traffic on a port to the same port on a client device. Use
translate ports to send traffic to a different port on the client device. For example, instead of
having inbound traffic on port 1234 forward to port 1234 of the client device, you can have it
forward to port 5678.

e Protocol: Select the protocol used by the port range from the drop-down list (TCP, UDP, or
both).

e Delete: Check this box to delete a custom application.
NOTE: Click on the Port Forwarding tab again to remove deleted custom applications from
view on the screen.

Click Save Changes to save any changes made to the custom applications.
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VPN tab

Use this page to establish a tunnel connection to an OpenVPN server and route all traffic on connected
devices through the tunnel.

( | inseego
B W Hosm oo Sign Out >~
M3200
Home Settings o
Data Usage Preferences  Software Update  Backupand Restore  GPS  APN  Advanced
Wi-Fi
Cellular DNS SIM  Firewall MACFilter LAN PortFiltering Port Forwarding VPN  Inseego Connect
Connected Devices (1] -
. OpenVPN Setti
Settings pentT™ Settings
When an OpenVPN tunnel is established, Port Filtering and Port Forwarding settings will not be effective. There is no need for connected devices to use their own VPN client.
About
‘fou have not configured this device for OpenVPN yet.
Help
Configure OpenVPN Settings
OpenVPN Settings

This section is visible once you have configured your MiFi for OpenVPN using the Configure
OpenVPN Settings button.

Connection status: The status of the VPN connection.

Connection time: The amount of time the VPN connection has been established.
Connect: Connects to the VPN server.

View log: Displays the VPN connection log.

VPN Settings

To configure a VPN connection, click Configure OpenVPN Settings.

Configure OpenVPN Settings X

OpenVPN Configuration Files: Drag and drop files from your OpenVPN provider

here.

Username: | ‘

Password: | «0>) ‘

@ Auto-connect vPN:

| Clear All OpenVPN settings | Save Changes and Connect

OpenVPN Configuration Files: Drag and drop the OpenVPN configuration files from your OpenVPN
provider in the file upload area.

Username: Enter your OpenVPN connection username here.
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Password: Enter your OpenVPN connection password here.

Auto-connect VPN: When the Auto-connect VPN ON/OFF slider is ON, the VPN tunnel will
automatically be established whenever an Internet connection is made. When OFF, the VPN
connection must be established manually.

Click Save Changes and Connect to save your configurations and connect to the VPN server.

Clear All OpenVPN Settings: This button deletes all OpenVPN files, logs, and resets all OpenVPN
settings.
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Inseego Connect Tab

Use this page to enable and configure settings for connection with Inseego Connect. Inseego Connect
is a cloud platform product that provides 360 degree visibility and secure accessibility into your
deployment from a single platform.

inseego
i =] all s H 00w e Sign Out
M3200
Home Settings e
Data Usage Preferences  Software Update  Backup and Restore  GPS  APN  Advanced
Wi-Fi
Cellular DNS SIM  Firewall MACFilter LAN PortFiltering PortForwarding VPN Inseego Connect
Connected Devices (1]
Settings Cloud Services
Turn ON to enable: ()
About
He\p Inseego Connect Status
Connection State: DOWN

Last Reported:

Reporting Interval: 6700 seconds

Cloud Services

Use the ON/OFF slider to turn the connection to Inseego Connect ON or OFF.
Inseego Connect Status
Connection State: The status of the Inseego Connect connection.

- UP -The MiFi is communicating with Inseego Connect servers.

- DOWN - The MiFiis NOT communicating with Inseego Connect servers.

Last Reported: The time when your MiFi last sent a packet to Inseego Connect servers.

Reporting Interval: This is the interval at which your MiFi will send packets into the Inseego Connect
server.
NOTE: A shorter interval means more data usage.
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Technical support
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Overview

The MiFi is a highly reliable product. Most problems are caused by one of these issues:
e System resources required by the MiFi are being used by other devices.

e Network coverage is unavailable due to coverage area, an account problem, or a network
problem.

First troubleshooting steps
e Make sure you are using the MiFi in the correct geographic region.
e Ensure that your wireless coverage extends to your current location.
e Ensure you have an active data plan.

e For MiFi optimum radio performance, DO NOT place your MiFi on metal surfaces.

IMPORTANT: Before contacting support, be sure to restart both your connected device and your
MiFi, and ensure that your SIM card is inserted correctly.

Common problems and solutions

The solutions in this section can help solve many common problems encountered while using the
MiFi.

My MiFi powered off without pressing the Power button
This may occur under any of the following circumstances:
e Pressing the Reset button or Restore Factory Settings on the touchscreen or Admin web Ul
e MiFi automatically restarting after configuration changes
e Switching profiles
e Restoring the configuration settings
e Battery depletion

e A battery preservation feature can automatically shut down your MiFi after a specified period
of inactivity (when NO data transfer between your MiFi and devices connected to your MiFi
through Wi-Fi, USB, or Ethernet has been detected). You can disable this feature by selecting
Never for Settings > Preferences > Shutdown.

To restore power, follow these steps:
1. Manually press and hold the MiFi Power button for three seconds to turn it back on.
2. Ifthe battery is depleted, charge the MiFi with the wall charger.
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No service is available

Reorient your device. If you are inside a building or near a structure that may be blocking the
signal, change the position or location of the device. For example, try moving your device
close to a window.

You are outside your coverage area, or there may be a problem with your account. Check with
your network operator.

For MiFi optimum radio performance, DO NOT place your MiFi on metal surfaces.

My MiFi has no power/touchscreen doesn't display when | press the Power button

Make sure the battery is properly seated in the device.

Check that the battery is fully charged.

| forgot my Wi-Fi password

Tap Wi-Fi Name/Password to see your Wi-Fi name (SSID) and Wi-Fi password.

| forgot my MiFi Admin web Ul password

Your default MiFi Admin web Ul password is the same as your Wi-Fi password. However, you
are prompted to set a new password upon initial sign in.
NOTE: If you reset your MiFi to factory settings, use the default password.

Once you have set an Admin password, go to Sign In, select Forgot Admin password? and
answer the displayed security question. The current Admin password is displayed. Alternately,
you can view the Admin password on the MiFi touchscreen by tapping Help > Admin
Website or Menu > Settings > Advanced Settings.

| cannot connect a device to my MiFi

On your MiFi: Make sure the Network Signal Strength indicator -Illl displays at least one bar and that
the type of network is displayed on the Home screen (for example, 5G).

On the device you want to connect: Make sure Wi-Fi is turned on. The MiFi will broadcast its own
wireless network and name. Open the list of available Wi-Fi networks. Select the MiFi primary or guest
network and enter the password.

NOTE: You can find the primary network name and password by tapping Wi-Fi Name/Password on
your MiFi — swipe left to see the guest network name and password.

Once connected to the Internet, the MiFi Home screen displays the connected device.
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| see other networks, but not the network name for my MiFi

The default multi-mode settings on your MiFi work for most Wi-Fi clients, however, some older devices
require that you set one of the Wi-Fi bands to support older BGN standards:

1.

Access the MiFi Admin web Ul. Tether your device to the MiFi with the USB-C cable. On the
MiFi touchscreen, select Access Internet (USB & Wi-Fi) and click OK. Open any web browser
and go to http://192.168.1.1.

NOTE: If you have another device that can connect to your MiFi, you can use it to access the
Admin web UL.

Navigate to Wi-Fi > Settings. Under 2.4 GHz Band Settings, use the drop-down to change
the 802.11 mode to 802.11 bgn.

NOTE: This allows older devices to connect on the 2.4 GHz band, but leaves the 5 GHz band in
multi-mode to allow newer devices the fastest available connection.

Click Save Changes. Your MiFi will reboot and the network name should be visible on all
devices.

| see the network name, but cannot connect a device to my MiFi

Tap Wi-Fi Name/Password on the MiFi Home screen to make sure you are using the correct Wi-Fi
password. Swipe left to view the guest network credentials if you are connecting to the guest network.

The default network security settings on your MiFi work for most Wi-Fi clients, however, some older
devices may not have access. If you are entering the correct password and still unable to connect,
change the network security setting to WPA/WPA2 Mixed Mode:

1.

Access the MiFi Admin web Ul by tethering the device to the MiFi with the USB-C cable. On the
MiFi touchscreen, select Access Internet (USB & Wi-Fi) and click OK. Open any web browser
and go to http://192.168.1.1.

NOTE: If you have another device that can connect to your MiFi, you can use it to access the
Admin web UL

Navigate to Wi-Fi > Primary Network. In the Security drop-down, select WPA/WPA2 Mixed
Mode.

Click Save Changes and Confirm. Your MiFi will reboot and all devices should be able to
connect.

| want to see how many devices are connected

On the MiFi touchscreen: Look below the Connected Devices icon &> on the Home screen for the
number of connected devices. Tap the icon for details on the connected devices.

On the MiFi Admin web Ul: The Connected Devices panel on the Home page lists the number of
connected devices to the right of Connected Devices. Click > in the bottom-right corner of the panel
for details on connected devices.
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| want to see the firmware (software) version installed on my MiFi
NOTE: Software updates are delivered to the MiFi automatically over the mobile network.
On the MiFi touchscreen: Tap Menu and then swipe up and tap Software Update.

On the MiFi Admin web Ul: Click 2 in the bottom-right corner of the Settings panel and select the
Software Updates tab.

| want to see the phone number for my MiFi

On the MiFi touchscreen: Tap Menu and then swipe up and tap About. Your MiFi phone number is
listed as Wireless Number.

On the MiFi Admin web Ul: Click 2 in the bottom-right corner of the About panel and select the
Diagnostics tab. Your MiFi phone number is listed as Mobile number (MDN).

| want to see the battery level of my MiFi

On the MiFi touchscreen: You can view the battery icon and percentage 100% I} on the top right of
the Home screen.

On the MiFi Admin web Ul: You can view the battery icon and percentage on the top right of the
Home page.

| want to turn my MiFi off

Press and hold the Power button on the MiFi for three seconds until you see the Power Off screen.
Then select Shutdown and tap OK.

| want to know if my MiFi is still on when the touchscreen is dark

e The when the MiFiis on, the LED status light on the blinks slowly as a “sign of life”.

LED status light

e You can press and release the Power button to wake up the touchscreen.
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Technical support

IMPORTANT: Before contacting Support, be sure to restart both your computer and your MiFi, and
ensure that your SIM card is inserted correctly.

Customer Service and Troubleshooting
Contact your service provider for assistance.

More Information

Documentation for your MiFi is available online. Go to https://inseego.com/download/mifixpro-
userguide-telstra.pdf. Or, from the MiFi Admin web Ul, select Help > Customer Support > User
Guide.
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Product specifications

Device
Name: MiFi X PRO 5G
Model: M3200
Regulatory: RCM, RSM
Standards, approvals, GCF

certifications: :

Dimensions: 150mm x 74mm x 18.9mm
Weight: 241 g
Ports: USB-C Port - charging, tethering, charging of other external devices
1 Gbps RJ45 ethernet port - tethering
SIM: 4FF Nano SIM
Chipset: Qualcomm® Snapdragon™ SDX62
Display: 60.96 mm touchscreen
Power indicator LED
Environmental
Operating temperature: -10°Cto 55°C
Storage temperature: -30°Cto 70°C
Battery charging temperature: 0°Cto40°C

Relative humidity:

The device shall be fully operational up to a maximum of 93% relative
humidity (non-condensing).

Drop:

The device accessories (battery and charger) shall withstand drop from
1.5m onto hard surface (stone, concrete, metal) without mechanical,
electrical, or functional damage, except for slight scratches or mars.
The housing will withstand drop from 1.25m onto hard surface stone,
concrete, metal) without mechanical, electrical, or functional damage,
except for slight scratches or mars.

Electrostatic discharge:

The device shall be able to withstand the following ESD: 8kV contact /
15kV air discharge.

Vibration stability:

The device shall be able to withstand the following vibration profile: 10-
2000Hz, 1.5G acceleration, 3 axes.
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Power

Charging: 18W Qualcomm® Quick Charge™ 3.0 charger
USB 3.1 Gen 1, type A to C cable

Time for full charge: 4 hours (when not in use)

Battery: 5050 mAh Li-lon battery (included)
Network connectivity®

5GFDD, TDD

4GFDD Cat 19

3G

2x2 multi-user MIMO

Bands supported

5G FDD: n5,n7, n8
5GTDD: n78

4G FDD: B1, B3, B5, B7, B8, B20, B28
3G:B1, B2, B4, B5, B8

Wi-Fi

Wi-Fi 6: 802.11 a/ b/g/n/ax (2.4GHz/5.0GHz)
2x2 multi-user MIMO

Supports up to 32 Wi-Fi enabled devices

Real simultaneous dual-band Wi-Fi

Primary and guest Wi-Fi networks

Software
Systems supported: Windows® 10 or higher
Mac OS® X 10.10 or higher
Linux® Ubuntu 14.04 or Higher
Chrome OS™ v79 or higher
Security Admin security, AES 128 encryption, security hardened web interface, password hash,

session timeout, Wi-Fi on/off control, incorrect password lockout, Wi-Fi security, Wi-Fi
security (WPA/WPA2/WPA3), Wi-Fi protected setup (WPS 2.0), Wi-Fi privacy
separation, MAC address filtering, NAT firewall, port forwarding, port filtering, VPN
passthrough, OpenVPN

* Battery life varies depending on the number of wireless and fixed connected devices, data activity, and screen on time.
1 Data plan required. Coverage subject to network availability.
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Warranty and services

Industry leading warranty

Inseego Care support and advanced replacement options available

MiFi provisioning available to apply custom templates and verify device activation prior to shipment

Product Certifications and Supplier's Declarations of
Conformity

Product Certifications and Supplier’s Declarations of Conformity documentation may be consulted at
Inseego Corp., 9710 Scranton Road Suite 200, San Diego CA 92121, USA.
https://www.inseego.com/support/.

Wireless communications

IMPORTANT: Due to the transmission and reception properties of wireless communications, data
occasionally can be lost or delayed.

This can be due to the variation in radio signal strength that results from changes in the characteristics
of the radio transmission path. Although data loss is rare, the environment where you operate the
modem might adversely affect communications.

Variations in radio signal strength are referred to as fading. Fading is caused by several different factors
including signal reflection, the ionosphere, and interference from other radio channels.

Inseego Corp. or its partners will not be held responsible for damages of any kind resulting from the
delays or errors in data transmitted or received with the M3200 device, or failure of the M3200 device
to transmit or receive such data.

Important Consumer Safety Information
Declaration of Conformity — Specific Absorption Rate (SAR)

This device is designed to be used at least 10mm from your body. We declare that the product detailed
in this manual, and in combination with our accessories, conforms with the essential requirements of
the Radio Communications Standard (Electromagnetic IC Radiation Human Exposure) 2003 and the
Australian Communications and Media Authority Section 376 of the Telecommunications Act 1997
when used at a distance of not less than 10mm from the body.

The SAR limit in Australia is 2W/kg of tissue averaged over 10g.

The maximum SAR value recorded for this device is 1.71W/kg.

WARNING: DO NOT operate this device and/or supplied accessories near fuel, chemicals, flammable
liquids, or in areas such as service stations, refineries, hospitals or aircrafts. Please obey all warning
signs where posted.
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Radio Frequency Safety - This device includes an internal antenna. To ensure optimal performance
and minimal power consumption, please DO NOT cover/shield your device with any object(s) during
its operation. Covering or shielding your device will influence the signal quality and may cause the
device to operate at higher power levels - this may, in turn, shorten the battery life. When in poor
network conditions, the device may transmit at a higher power in order to enhance reception and
overall device performance - this may result in the device operating at higher temperatures and may,
in turn, shorten the battery life.

Safety hazards

Do not operate the MiFi X PRO 5G in an environment that might be susceptible to radio interference
resulting in danger, specifically:

Areas where prohibited by the law

Follow any special rules and regulations and obey all signs and notices. Always turn off the host device
when instructed to do so, or when you suspect that it might cause interference or danger.

Where explosive atmospheres might be present

Do not operate your device in any area where a potentially explosive atmosphere might exist. Sparks
in such areas could cause an explosion or fire resulting in bodily injury or even death. Be aware and
comply with all signs and instructions.

Users are advised not to operate the device while at a refueling point or service station. Users are
reminded to observe restrictions on the use of radio equipment in fuel depots (fuel storage and
distribution areas), chemical plants or where blasting operations are in progress.

Areas with a potentially explosive atmosphere are often but not always clearly marked. Potential
locations can include gas stations, below deck on boats, chemical transfer or storage facilities, vehicles
using liquefied petroleum gas (such as propane or butane), areas where the air contains chemicals or
particles, such as grain, dust or metal powders, and any other area where you would normally be
advised to turn off your vehicle engine.

Near medical and life support equipment

Do not operate your device in any area where medical equipment, life support equipment, or near any
equipment that might be susceptible to any form of radio interference. In such areas, the host
communications device must be turned off. The device can transmit signals that could interfere with
this equipment.

On an aircraft, either on the ground or airborne

Many airline regulations state that you must suspend wireless operations before boarding an airplane.
Please ensure that the modem is turned off prior to boarding aircraft in order to comply with these
regulations. The modem can transmit signals that could interfere with various onboard systems and
controls.
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While operating a vehicle

The driver or operator of any vehicle should not operate a wireless data device while in control of a
vehicle. Doing so will detract from the driver or operator's control and operation of that vehicle. In

some countries, operating such communications devices while in control of a vehicle is an offense.

Electrostatic Discharge (ESD)

Electrical and electronic devices are sensitive to electrostatic discharge (ESD). Macintosh native
connection software might attempt to reinitialise the device should a substantial electrostatic
discharge reset the device. If the software is not operational after an ESD occurrence, then restart your
computer.

MWARNING:
CHOKING HAZARD

Small Parts.

ot for children under 3 years,

523841

Proper battery use and disposal

IMPORTANT: In the event of a battery leak:

- Do not allow the liquid to come in contact with the skin or the eyes. If contact has been made, wash
the affected area with large amounts of water and seek medical advice.

- Seek medical advice immediately if a battery has been swallowed.

- Communicate the appropriate steps to be taken if a hazard occurs. Due to the transmission and
reception properties of wireless communications, data occasionally can be lost or delayed.

Please review the following guidelines for safe and responsible battery use:

Do not disassemble or open, crush, bend or deform, puncture, or shred.

Do not modify or remanufacture, attempt to insert a foreign object into the battery, immerse
or expose to water or other liquids, or expose to fire, explosion, or other hazard.

Only use the battery for the system for which it was specified.

Only use the battery with a charging system that has been qualified with the system per IEEE
1725. Use of an unqualified battery or charger may present a risk of fire, explosion, leakage, or
other hazard.

Do not short circuit a battery or allow a metallic or conductive object to contact the battery
terminals.

Replace the battery only with another battery that has been qualified with the system per IEEE
1725. Use of an unqualified battery may present a risk of fire, explosion, leakage, or other
hazard.

Promptly dispose of used batteries in accordance with local regulations.
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e Battery usage by children should be supervised.

e Avoid dropping the MiFi or battery. If the MiFi or the battery is dropped, especially on a hard
surface, and the user suspects damage, take it to a service center for inspection.

e Improper battery use may result in a fire, explosion, or other hazard.
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Glossary

4G LTE —Fourth Generation Long Term Evolution. LTE is a standard for wireless data
communications technology and an evolution of the GSM/UMTS standards. The goal of LTEis to
increase the capacity and speed of wireless data networks using new DSP (digital signal
processing) techniques and modulations that were developed around the turn of the
millennium. A further goal is the redesign and simplification of the network architecture to an
IP-based system with significantly reduced transfer latency compared to the 3G architecture.
The LTE wireless interface is incompatible with 2G and 3G networks, so that it must be operated
on a separate wireless spectrum

5G—Fifth Generation. The successor to 4GLTE technology, offering greater bandwidth and
higher download speeds. In addition to serving cellular networks, 5G networks can be used as
Internet service providers, competing with other ISPs. 5G also opens up new loT and M2M
possibilities. Wireless devices must be 5G enabled to use 5G networks.

802.11 (a, b, g, n, ax) — A set of WLAN Wi-Fi communication standardsinthe 2.4and 5 GHz
frequency bands.

APN — Access Point Name. The name of a gateway between a mobile network and another
computer network, often the Internet.

bps — Bits per second. The rate of data flow.

Broadband — High-capacity high-speed transmission channel with a wider bandwidth than
conventionalmodem lines.Broadband channels can carry video, voice, and data simultaneously.

DHCP — Dynamic Host Configuration Protocol. Software found in servers and routers that
automatically assigns IP addresses and other configuration data to computers, tablets,
printers, and other devices connection to the IP network.

DHCP Server — A server or service with a server that assigns IP addresses.

DMZ — demilitarized zone. A sub-network that contains and exposes an organisation's
external-facing services to an untrusted network, usually a larger network such as the Internet.

DNS — Domain Name System. A system for converting host names and domain names into IP
addresses on the Internet or on local networks that use the TCP/IP protocol.

Firmware — A computer program embedded in an electronic device. Firmware usually
contains operating code for the device.

FTP —File Transfer Protocol. A standard network protocol used to transfer computer files
between a client and server.

GB — Gigabyte. A multiple of the unit byte for digital information storage. Usage depends on
context. When referring to disk capacities it usually means 10° bytes. It also applies to data
transmission quantities over telecommunication circuits.
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o Gbps — Gigabits per second. The rate of data flow.

o Hotspot — A Wi-Fi (802.11) access point or the area covered by an access point. Used for
connecting to the Internet.

o HTTP—Hypertext Transfer Protocol. An application-level protocol for accessing the World Wide
Web over the Internet.

o |EEE — Institute of Electrical and Electronics Engineers. An international technical/professional
society that promotes standardisation in technical disciplines.

o IMAP — Internet Message Access Protocol. An Internet standard protocol for accessing email
from a remote server from email clients. IMAP allows access from multiple client devices.

e IMEl—International Mobile Equipment Identity. Used in LTE networks to identify the device. It
is usually printed on the device and can often be retrieved using a USSD code.

e IP —InternetProtocol. The mechanism by which packets are routed between computerson a
network.

e IPtype — The type of service provided over a network.

e [P address—Internet Protocol address. The address of a device attached to an IP network
(TCP/IP network).

e ISP—Internet Service Provider. Also referred to as the service carrier, an ISP provides Internet
connection service (See Network Operator).

o Kbps — Kilobits per second. The rate of data flow.

o LAN—Local Area Network. A type of network that lets a group of computers, all in close
proximity (such as inside an office building), communicate with one another. It does not use
common carrier circuits though it can have gateways or bridges to other public or private
networks.

e MAC Address—Media Access Control. A number that uniquely identifies each network
hardware device. MAC addresses are 12-digit hexadecimal numbers. This is also known as the
physical or hardware address.

e Mbps — Megabits per second. The rate of data flow.

e MNO —Mobile Network Operator. The vendor that provides your wireless access. Known by
different names in different regions, some examples are: wireless provider, network provider, or
cellular carrier.

e MSID — Mobile Station IDentifier. A number for a mobile phone that identifies that phone to
the network.

e Network Operator—The vendor that provides your wireless access. Known by different names
in different regions, some examples are: wireless provider, network provider, or cellular carrier.

e Network Technology—The technology on which a particular network provider’s system is
built; such as LTE or GSM.
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e NMEA port — National Marine Electronics Association port. The port through which
applications can access a GPS data stream.

e NNTP — Network News Transfer Protocol. The primary protocol used to connect to Usenet
servers and transfer news articles between systems over the Internet.

e POP3 — Post Office Protocol 3. A protocol in which email is received and held for you by your
Internet server until you download it.

e Port — A virtual data connection used by programs to exchange data. It is the endpoint in a
logical connection. The port is specified by the port number.

e Port Forwarding — A process that allows remote devices to connect to a specific computer
within a private LAN.

e Port Number — A 16-bit number used by the TCP and UDP protocols to direct trafficon a
TCP/IP host. Certain port numbers are standard for common applications.

e PRL — Preferred Roaming List. A list that your wireless phone or device uses to determine
which networks to connect with when you are roaming (Network operator specific).

¢ Protocol — A standard that enables connection, communication, and data transfer between
computing endpoints.

e Proxy — A firewall mechanism that replaces the IP address of a host on the internal (protected)
network with its own IP address for all traffic passing through it.

e Router — A device that directs traffic from one network to another.

e RSSI — Received Signal Strength Indicator. An estimated measure of how well a device can
hear a signal from an access point or router. RSSI value is pulled from the device’s Wi-Fi card
(hence “received” signal strength), so it is not the same as transmit power from an access point
or router.

e SIM — Subscriber Identification Module. Found in LTE and GSM network technology, the SIM is
a card containing identification information for the subscriber and their account. The SIM card
can be moved to different devices.

e SMTP — Simple Mail Transfer Protocol. The standard protocol for sending emails across the
Internet.

e  SNIMP — Simple Network Management Protocol. An Internet protocol used to manage and
monitor network devices and their functions.

e SSID — Service Set IDentifier. The name assigned to a Wi-Fi network.

e TCP/IP—Transmission Control Protocol/ Internet Protocol. The set of communications
protocols used for the Internet and other similar networks.
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e TFTP—Trivial File Transfer Protocol. An Internet software utility for transferring files that is
simpler to use than FTP, but does not provide user authentication and directory visibility
supported by FTP.

o Telnet — A user command and underlying TCP/IP protocol that allows a user on one computer
to log into another computer that is part of the same network.

o TTY—Text Telephones (TTY), also known as Telecommunications Device for the Deaf (TDD), are
used by the deaf, hard-of-hearing, and individuals with speech impairments to communicate.

e UDP —User Datagram Protocol (UDP) is a communications protocol that offers a limited
amount of service when messages are exchanged between computers in a network that uses
the Internet Protocol (IP). UDP is an alternative to the Transmission Control Protocol (TCP) and,
together with IP, is sometimes referred to as UDP/IP.

e USB— Universal Serial Bus. A connection type for computing device peripherals such as a
printer, mobile modem, etc.

o USB Port Types —USB ports on computers and hubs have a rectangular Type A port, and
peripheral devices have a cable with a Type A connector. Peripheral devices that do not have an
attached cable typically have a Type C port on the device and a separate Type A to C cable. Type
B connectors have been replaced by Type C. Mini-USB connectors have largely been superseded
by Micro-USB, but are still used with some cameras, music players, etc. Micro-USB connectors
are used with portable devices, such as phones and battery packs, although USB-C is being
adopted by most manufacturers.

e USSD — Unstructured Supplementary Service Data (USSD), also known as “Quick code” or
“Feature code”, is a communications protocol used to send data between a mobile device and
network service provider.

e VPN—Virtual Private Network. A secure private network that runs over the public Internet.
Commonly used to connect to an office network from elsewhere.

e  Wi-Fi—Any system that uses the 802.11 standard developed and released in 1997 by the IEEE.

e Wi-Fi 5—The fifth generation of Wireless Fidelity, using 802.11ac on 5 GHz. This standard was
developed and released in 2013.

e Wi-Fi 6—The sixth generation of Wireless Fidelity, using 802.11ax on licensed exempt bands
between 1 and 6 GHz. This standard was developed in 2020.

e Wi-Fi Client — A wireless device that connects to the Internet via Wi-Fi

o WPA/WPA2— Wi-Fi Protected Access. A security protocol for wireless 802.11 networks from the
Wi-Fi Alliance.

o WPA3—The next generation of Wi-Fi Protected Access. WPA3 simplifies security, provides more
robust authentication, increased cryptographic strength, and offers additional capabilities for
personal and enterprise networks. WPA3 retains interoperability with WPA2 devices.
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